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Ha ocHoBy unaHa 8. cta 1. 3akoHa 0 nHdopmaumoHoj 6esbegHocT (,CnyxbeHu
rnacHuk PC”, 6poj 6/16 n 94/17), un. 2. n 3. Ypenbe o 6nvxem cagpxajy akta o
6e36e4HOCTM MHEPOPMALIMOHO-KOMYHUKALIMOHUX CMCTeMa of nocebHor 3Havaja, HauuHy
NpoBepe n cagpxajy nasewutaja o nposepu 6e36eaHOCTU MHGPOPMALMOHO-KOMYHUKALMOHNX
cuctema of nocebHor 3Ha4vaja (,Cnyx6eHun rnacHuk PC”, 6poj 94/16) n un. 23. a'y Be3u ca
CYLCKMM NMOCNOBHUKOM, NpeaceaHuk Buwer cypa y BarseBy burbana Casuh goHocu

AKT 0 6e3begHOCTHU
WH(OPMaLMOHO-KOMYHUKALIMOHOTI cUCcTeMa
Buwer cyna y BameBy

| OCHOBHE OAPELNBE

NMpeamet AkTa

UnaH 1.

AkTOM 0 6e3begHOCTM MHGPOPMALMOHO-KOMYHUKaLMOHOr cuctema Buwer cyna y Barbesy (y
parbem TekcTy: AKT o0 6e3begHocTun), y cknagy ca 3akoHOM O MHAdOpMauUMoHOj 6e3beaHoCTM
(,Cnyx6eHu rnacHuk PC”, 6poj 6/16 n 94/17, y parbem TekcTy: 3akoH), bnvxke ce ypehyjy mepe
3aWTMTE, MPUMHUMMKW, HA4YMH M npoueaype MnocTu3akwa W ofapXKaBaka afdekBaTHOr HUBOA
bGe3benHocTM cuctema, kao M osnawhewa M 0OroBOPHOCTM y Be3nm ca 6e3begHowhy wm
pecypcuma WHOPMaLMOHO-KOMyHUKaLmMoHor cuctema Buwer cyna y BameBy (y parbem
Tekcty: VKT cuctem).

LUnreBu AKkTa o 6e3begHoCcTHn

UnaH 2.

LinrbeBn goHowewa Akta o 6e3begHoOCTH Cy:

1. oppehuBame HaunHa K Npoueaypa 3a NoCTU3ake U ofpXKaBake afekBaTHOr HMBOA
0e3begHoOCTU cucTemMa;

2. cnpedvaBarkbe W ybnaxaBare nocnegvua VHUMAEHaTa KOjUM ce yrpoxasa Munu
HapylaBa nHgopmaumoHa 6e3begHocT;

3. nogusawe CBeCTM KO 3anocrieHnx O 3Ha4ajy uHdopmauuoHe 6e3begHocTw,
pusMumMma n mepama 3awwtuTte npunukomMm kopuwhewa VKT cuctema;

4. nponucmBawe oBnawhera U OAroBOPHOCTU 3anocrieHnx y Be3un ca 6e3begHowhy n
pecypcuma VKT cuctema;

5. cBeyKkynHo yHanpehere WHpopMauuoHe 6e3begHoOCTU M npoBepa ycknaheHocTw
NpYMeHe Mepa 3aLTuTe.
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O6aBe3a npumeHe oapenodom Akta o 6e3begHoOCTH

UnaH 3.

Mepe 3awtute WKT cuctema koje cy Gnmxke ypeheHe AkToM O 6Ge3begHocTu cnyxe
NpeBeHUMjM O HacTaHka MHUuAeHaTa U MUHMMU3AUMjU LWITeTe O MHUMAEeHaTa U HMXOBa
npumeHa je obaBe3Ha 3a CBe 3anocrieHe.

3anocnenn y Buwem cygny y BarbeBymopajy OuMTM ynosHaTu ca cagpxumHOM AKTa O
6e3begHOCTM M OyXHM Cy fa MNOCTynajy y cknagy ca ogpeabama OBOr akra, Kao U Apyrux
WHTEPHMX NnpoLeaypa Koje perynuy nHgopmaumnoHy 6e36eaHoCT.

3anocneHu y nHgopmaTu4dkoj cnyxbu Buwer cyaa y BarbeBy, oaroBopHu cy 3a npahewe
npumeHe mepa 6e3begHOCTM, Kao M 3a NPOBEPY Aa Cy Nogauun 3alTMREHM Ha HaduH Koju je
yTBpfeH OBMM akTOM U MHTEPHUM npouenypama.

OAroBopHOCT 3anocneHnx

UnaH 4.

3anocnenn y Buwem cyny y BarbeBycy AyxHM [a npuctynajy uHdopmaumjama u
pecypcuma VKT cuctema camo pagum obaBrbawa pegoBHUX MOCMOBHUX aKTUBHOCTU, Kao U Aa
GnaroBpemMeHO WHGOpMULWY OBnawheHo nuue O CBUMM CUFYPHOCHUMM MHUMAEHTMMA W
npobnemunma.

HenowToBawe Oﬂ,peﬂ,6l4 Akta 0 6e3b6eaHOCTM, Kao N CBAKO yrpoxasakw-€ Unn HapylwaBake
I/IHd)OpMaLI,I/IOHe 6e36egHOCTM, NOBNAYK AONCUNNITMHCKY OAroBOPHOCT 3amnoCrieHor.

n peamMeT 3aliTuTe

UnaH 5.

Mepe 3awtute WKT cuctema ogHoce ce Ha €NeKTPOHCKE KOMYHWKaLMOHE Mpexe,
enekTpoHcke ypehaje Ha Kojuma ce 4yBa u Bplum obpaga nogaTtaka kopuwhewem pavyHapcKor
nporpamMa, onepaTtvBHE U anfiMkaTMBHE padvyHapcke nporpame, nporpamcku kda, nogartke Koju
ce 4yBajy, obpahyjy, npeTpaxyjy unm npeHoce nomohy enekTpoHckux ypehaja, opraHn3aumoHy
CTPYKTYpY nyTem Koje ce ynpasrba KT cuctemom, KOpUCHUYKE Harnore, TajHe nHdopmaumje 3a
nNpoBepy BEPOLAOCTOJHOCTUN, TEXHUYKY U KOPUCHUYKY OOKYMEHTauujy, YHyTpaLlkbe OnwTe akTe u
npoueaype.

Onepatop WKT cuctema Tpeba na nonvile W uwAEHTUMUKYje WMMOBMHY KOjy >Xenu aa

3alTUTU, TE je OBO camMo npeasior geduHUUMie npeaMeTa 3awTmuTe, Koja he outn yobnnyeHa u
KOHKpeTmn3oBaHa o ctpaHe onepatopa KT cuctema Koju JOHOCU aKT.
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Il MEPE 3ALLTUTE

CBaku YynaH cagp)Xm onuc Mepa 3awTuTe YKIibydyjyhu npeagnore npoueaypa, osnawhexa u
OrOBOPHOCTU YYECHMKa Yy cnpoBoRewy Mepa. YKOMUKO Cy TWU ONWUCU cagpXaHw V AOPYrum
akTuma onepartopa UKT cuctema notpe-0Ho je HaBecTu ogpende Koje ynyhyjy Ha Ta akra.

YKONIMKO HEKW o ycrioBa Huje moryhe NpuMEeHUTU UKW je aHanuvsa pu3vka nokasana aa
oapeheHn ycroB HUje HeonxoaHO NMPUMEHUTU Y MYHOM OOUMY, TO je NOoTpeOHO 06pa3NoXUTu vy
AKTY 0 6e36eHOCTH.

YcnocTtaBrbake opraHu3sauuoHe CTpPyKType, ca yrBpheHMM nocrnoBuma u
OAroBOPHOCTUMA 3arnocrieHUX, KOjoM ce ocTBapyje ynpaBrbate
nHcpopmaumoHom 6e36eaHowNy y okBUpY onepatopa UKT cuctema

UnaH 6.

Buwn cyn y BarbeBy y OKBUPY OpraHuMsaumoHe CTpykType yTBphyje nocrnose u
OOroBOPHOCTM 3anOCMeHNX Y LUnrby ynpaBrbaka MHdopmMaumoHom 6e3begHolwuhy.

MHTepHn akTun Koju ypehyjy obaBese 1 OAroBOPHOCTW 3anOCfeHUX Yy Be3U ca ynpaBrbakem
NHpopmaumoHom 6e3beaHoLwny:

e [lpaBUSTHMK O YHYTpaLLH0j OpraHn3aumju n cuctemaTmusaumjn pagHmx Mecra;

e AKT 0 6e3begHocTn UKT-a.

MpencepHunk Buwer cyna y BarbeBy je oyxaH fga goHece NojeduMHaYHU akT, y cknagy ca
aKToM O cuctematmsaumju, Kojum oapehyje ogroBopHa nuua 3a obesbehumsare un npahewe
6e3begHocTn MHopmaunoHor cuctema Buwer cyna y BarbeBy. CBu 3anocneHun mopajy 6utu
yno3HaTtu ca npouenypom 3awtute 6e3begHoctn KT cucrema.

Buwwm cyn y BarbeBy , aktom o 6e3beaHoctn MKT-a un. 8. og 13.02.2019. roguHe, yTBphyje
HauuH popene osnawhewa 3a npuctyn WKT cuctemy, cteneH obyke u kBanudumkaumjy
3anocreHunx, HaunMH ogobpaBara NpUCTyna 3anocfieHnMa of CTpaHe pykoBoamoua, OOHOCHO
HenocpeaHoO HagpeheHor nuua. YroBopom O pagy u aktom o 6e3bepHoctn UMKT-a un. 8.
13.02.2019. roguHe, yTBphyje ce M O4roBOPHOCT CBAKOr 3amnoCreHOor M OLrOBOPHOr Nnuua u
nponucyje AUCUMNIIMHCKA OArOBOPHOCT 3aroCrieHor, y Criyvajy HenowToBakwa oapendu koje
ypehyjy nHdopmaumnoHy 6e3begHocT.
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NMocTtnsawe 6e36eaHOCTU pafa Ha AarbUHY U ynoTpebe
Mo6unHux ypehaja

UnaH 7.

Buwwn cyn y BarbeBy gosBorbaBa pag Ha garbuHy U ynotpeby mobunHux ypehaja og
CTpaHe 3anocreHuX, YKONMUKO je ocurypaHa 6e3begHocT paga y cnydvajy obaBrbara
nocrnoBa BaH NpocTopuja nocrnoaasua, yaumajyhu y o63mp 1 pusnke 0O KOjux Moxe gohu
ycnen HeagekBaTHOr kopuwhena MobunHux ypehaja.

YKONMKO onepaTtop He A03BOrbaBa pad Ha JarbuHy, TO je noTpebHo HaBecTu y ctasy 1. oBor
ynaHa Koju, he M30CcTaBUTU OCTaTak TekcTa Be3aH 3a oBY Mepy. Takohe, npeanoxeHe mepe
Tpeba yHeTM Yy OHOj MepWu Y KOjoj MOCTOju WU je [O03BOSbeH pad Ha AarbuMHY U ynoTpeba
MobuIHux ypehaja.

Paa Ha parbuHy

PagHu ogHoc 3a o6aBrbake NocrnoBa BaH NpocTopuja nocrnogasua obyxeaTa:
e Papg Ha parbuHy;
e Pap of kyhe;

e BupTyenHo pagHo okpyXehe.

Takohe, pag Ha garbMHy y cmucrny oBor AKTa OHOCK Ce Ha CuTyauujy Kaga je 3anocrieHn u
ApYyr1 pagHO aHraxxoBaHu obaBes3aH [a u3BpLKM ogpeheHe NocnoBe Ha Mpexu nocrogasua, a
Hanasu ce BaH NpocTopuja Nnocrnogasua.

lMpeomeTHO aHraxoBawe M omoryhaesawe obaBrbarwa 3agaTuUX U HEONMXOOHUX NocroBa ce
ypehyje nytem lMNpoueanype 3a VPN npuctyn nigopmaunoHom cuctemy (y garbem tekcty: VPN

npoueaypa).

VPN npoueaypa geduHule npasuna v ycrnose 3a nose3nBake Ha Mpexy Buwer cyna y
BarmbeBy ca yparbeHe nokauuje. [NpaBunHOM npuvMeHOM YTBPREHOr MOCTynka W HavuvHa
npuctyna, Buwm cyn y BarbeBy cBogM Ha MWHMMYM MOTEHUMjanHy WM3MNOXEHOCT LITEeTU Koja
MOXe HacTaTu ycrnea HeayTopM30BaHOr UM HEKOHTPOMMCAHOr NPUCTYNa MPEXMW.

VPN npouefnypa ce npumetrsyje Ha cBe 3anocreHe y Buwem cyny y BarbeBy 1 capagHuke
KOju KopucTe padvyHape wunm mMobunHe ypehaje 3a noBesvBawe Ha Mpexy Buwer cyga y
BarbeBy, u ypehyje npuctyn ca ygarbeHux nokauuvja y cBpxy obasrbarba nocria y ume u 3a
payyH Buwer cyna y BarbeBy, ykrbydyjyhu kopuwherwe ernekTpoHCKe MNowTe N MPEXHUX
pecypca, Kao U HaumH npucTtyna mpexu Buwer cyaa y BarbeBy ca yaarbeHux nokauuja.

AyTOpM30BaHNM KOpUCHMLUMMA HUje OO03BOSbeHO Aa Kopucte Mpexy Buwer cyna y BarbeBy
3a aKTUBHOCTW KOje HUCY Y OOMEHY MOCIOBHUX aKTUBHOCTW, pafHUX U OpYyrux 3agaTaka y Besu
ca nocnom n npegMeToMm paga nojeanHayHo 3anoCcneHor.
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# 3axTeBu Koju Mopajy butn ncnyweru n gecduHucanun y VPN npouenypu:

1. TMpuctyn ca yaarbeHux nokaumja mopa 6utn 3awTtuheH kopuwhewem KpuntTorpadCckux
anroputama.

2. AyTopu3oBaHM KOpUCHMUM MOpajy YyBaTW KpedeHuwujane CBOjUX Hanora n He cMmejy
omoryhutu npuctyn 6uno kom Tpehem nuuy.

3. lMpunukom kopuwhekwa cny>x6eHor padyHapa 3a NPUCTYN ca ygarbeHe fokaumje Mpexu
Buwer cyna y BarbeBy, ayTopn3oBaHu KOPUCHMK HE CME MCTOBPEMEHO OUTK MOBE3aH U
Ha HEKy ApYyry Mpexy Koja Moxe yrpo3ntin 6e36eaHoCT KOMyHMKaumje.

4. TpucTtyn ca ygarbeHe nokaumje mopa 6utn ogobpeH of cTpaHe O4roBOPHOr nvua 3a
Haa3op cnposoherwa VPN npoueaype.

5. Csu ypehaju koju cy noBesaHN Ha UHTEPHY MpEXy MpeKko yaarbeHuX fokauunja mopajy
MMaTu UHCTanuMpaHy 3awTuty Yy BuAy aHTMBUpPYCHOr codteBepa. Tpeha nvua cy y
obaBe3n ga nNpuMMemyjy 3axTeBe M3 3aKiby4eHuX yroeopa ca Buwnm cygom y Barbesy.

6. CBW NOCNoBHWM nogaun Koju ce Kpeupajy npurivkoMm paja Ha farbWHy cKnaguwite ce y
nHcpopmaumoHom cuctemy. Pagn 6e36eqHOCTM, MOCNOBHM Nodaun Ce He CKnaguwiTe Ha
MoGunHMM ypehajuma.

Pan Ha parbuHy 3anocrneHux unv gpyrx pagHO aHraXoBaHWX (aHraxoBaHUX 3a pag Yy
npocTtopujama cyga) ogobpasa Cuctem agmmHucTpaTop Buwer cyga y Baroesy.

Kopuwherwe mobunHux ypehaja

MobunHu ypehaju nopgpasymeBajy CBe MNPEHOCHE eneKkTpoHcke ypehaje HameweHe 3a
KOMyHMKauuMjy Ha parbuHy. Y MobunHe ypehaje cnagajy npeHocuBM padyHapu, Tabnetw,
MobunHu TenedgoHn, PDA u cBn gpyrm mMobunHu ypehaju Koju cagpxu nogaTtke v umajy
MOryRHOCT noBe3uBawa Ha Mmpexy. [punmkom kopuwhewa MoburnHux ypehaja notpebHo je
ocurypaTu NocnoBHe MHgopmaumje og moryher KoMnpoMmnToBama.

YroBopom o paay u aktom o 6e3beaHoctn NKT-a gedumHnie ce HaumH pmnsnyke 3awiTutuTe
of, kpahe n aKTUBHOCTM KOje je HEONXOAHO Npedy3eTu y cryyajy kpahe nnm rybutka mobmnHmx
ypehaja, ogHocHO 6e36eaHOCHOr MHUMAEHTA, Kako He 6y buna HapylieHa 6e3beHoCT.

Buwwm cyn y BarbeBy cnpoBoay o6yKy 3anocneHux Koju kopucte mobunHe ypehaje, y unrby
noausara CBECTM 0 AoAaTHMM pUsnLMMa A0 Kojux Josasun ycres OBakBor HadyvHa paga.

# [lpoueoypoMm o Kopuwherwy MobGUNHMX ypehaja noTpebHO je ycTaHoBUTU cnepeha
npaBuna:

1. Csu ypehaju mopajy 6utn 3awtnheHn jakom WnMdpom.
2. Mopa 61TK uHcTanmpaHa aHTMBUPYCHa 3alUTuTa.

3. Mopa 6uTn ycBojeHa M onepaTtMBHa npouenypa 3a NoTnyHo Gpucakwe nogaraka kaga
npecrtaje notpeba 3a YyBaH-€M UCTUX.

4. Kpaha vnn rybutak mobunHor ypehaja ce mopa 6e3 ognaraka npujaBuTM HaLMNEXHO]
OpraHM3aunoHoj jeanHnuM 3a MHOPMauUoHe TEXHONorMje M OAroBOPHOM NuLy, Koju
3aTUM CMNpoBOAE aKTUBHOCTM Yy CMUCAy odvyBawa 0e3begHocTu. Ykonuko ce ypehaj
npoHahe, noTpebHo je npegaTn UCTM O4TOBOPHMM NULMMA.

5. KOpI/ICHI/ILI,I/IMa HI/Ije OO3BOJbEHO Oa BpLUe M3MeHe Ha XapaBepy WM MHCTanmMpaHom
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copTBeEpY KOjU je BnacHUWTBO Buwer cyna y BarbeBy 6e3 npeTxogHe nucaHe Ao03BoOse
CeKkTopa 3a MHopMaLMOHe TEXHOSTOMMje N OL4TOBOPHOTN ivLa Y CEKTOPY.

6. Y uwrby 3awWTMTe nogataka opraHu3auMoHa jeauHuua 3a MHopMauMOHe TexHosnorunje
he eBugeHTnpatn kopuwherwe MobunHmnx ypehaja y ogrosapajyhum norosuma, koje he y
cnyyajy notpebe KOpUCTUTM 3a UCTpaxuBawa W yTBphMBawka eBeHTyanHux
3noynoTpeba.

lMpouenypa ce npvmekrsyje Ha cBe CTasrHo 3arocrfeHe, 3anocreHe Ha ogpeheHo Bpeme unum
nvua aHraxxoaHa no ApyrMmMm OCHOBMMA, KOjU UMajy NpUCTyn Unn kopucte mobunHe ypehaje y
BnacHuwTBY Buwer cyaa y Barsesy.

MpaBo Ha kopuwherwe MobunHux ypehaja BaH ceauwTa Buwer cyga y BarbeBy ce ctude Ha
OCHOBY MMCaAHOr 3axTeBa KOpUCHMKa MobunHor ypehaja ynyheHor uHgopmMaTuykoj cnyxéu
Buwer cyna y BarbeBy, 0gHOCHO ogroBopHom nuuy. MobunHmn ypehaju koju ce kopucte mopajy
6uTn nNpeTxoaHo ogobpeHn n/vnu HabaerbeHn of cTpaHe Buwer cyga y BarbeBy, u oueHeHm
Kao KomnaTnbunHm ca saxteBmma obesbefhmBarba agekBaTHOr CTeneHa 3awTunTe.

Pag Ha parbuMHy MoXe ce octBapuTu u kopuwherweM ypehaja koju HUCy MoOuInHu (Ha
npumep, geckron padvyHapu). OBu ypehaju, npu TomMe, MOpajy MmMatu NpuMer-eHe HajMame
ncte 6e3dbegHOCHe Mepe kao M cpoaHu ypehaju Koju ce Hanase y OKBMpY Mpexe, OOK ce 3a
3alWITUTY KOMyHMKauuje Mopajy NpPUMEHUTU UCTe Mepe Kao M 3a 3aWwTuTy KOMyHuKauuje
mMobunHux ypehaja. MNogewasare oBux ypehaja BpLue cMCTEM aAMUHUCTPATOPU, 3arnoCeHn y
NHopmaTnykoj cnyx6u Buwer cyga y Barsey. KopucHuum oBux ypehaja mopajy 06e3beantu
noBosbHO 6e3benaH npocTtop 3a wUXOB pan (3acebHa coba, nonoxaj gucnneja Takae Aa ce
oHeMoryhu nocmaTpame of cTpaHe HeoBnawheHnx ocoba n cnn4yHo).

Cuctem agmuHuUCTpaTop, 3anocreH Yy WMHgopmaTuykoj cnyxbu Buwer cyna y Barbesny,
OAroBOpaH je 3a Bohewe eBuaeHuuje O CBMM ypehajuma HameweHUM 3a paj Ha LarbuHy.
EBungeHumja o ypehajuma tpeba fa cagpxu nogartke Koju Cy HeOnxogHu aa ov ce ypehaj n/unum
KOPUCHUK HEABOCMUCIIEHO MAEHTUUKOBANN, Kao WTO cy npousdsohay, mogen, cepujckn 6poj,
nHBeHtapckn 6poj, MAC agpeca, IMSI, IMEI, kopuCHUK Koju je 3aayxuo ypehaj u Heros
jeANHCTBEHU MaTU4YHK BpOj N CIIMYHO.

KopucHuk mobunHor ypehaja y obaBe3an je aa cBakm 6e30€e4HOCHM WHUMAEHT npujaBu
CUCTEM agMUHUCTpaToOpuMa, 3amnocneHnM Yy MHdopmaTuykoj cnyxbu Buwer cyaa y Barbesy
6e3 ognarawa, a HajkacHuje y poky of 24 caTa fa OOCTaBu NucaHy M3jaBy O OKONHOCTUMAa
6esbegHocHor mHumaeHTa. o nojwom 6e36eAHOCHM MHUMAEHT ce cmaTtpa kpaha, rybutak
mMobunHor ypehaja unm 6uno kKoju gpyrn gorahaj Koju AoBOAM OO0 HapyllaBakwa TajHOCTU U
WHTerpuTeTa nogartaka Koju ce Hanase Ha MobunHom ypehajy. Cuctem agmuHucTpartop,
3anocrieH y uHdgopmatnykoj cnyxbu Buwer cyga y BarbeBy, je y obaBe3n ga, no npujasu
6esbegHoCHOr MHUMAEHTa, HEOANOXHO Orokupa HectanoM MoOunHOM ypehajy npuctyn
NHPOPMALIMOHOM CUCTEMY U KOPUCHUKY NPOMEHU KpedeHuujane 3a npuctyn. Y cnydajy ga ce
npoHahe mMobunHu ypehaj Ynju HecTaHak je npujaBrbeH, CUCTEM aaMWHUCTPATOP, 3amnocneH y
NHpopmaTnykoj cnyxbu Buwer cyaa y BarbeBy, m3Bpwumhe TpajHO Opucarwe KOMMneTHor
Meaujyma 3a CMelTawe OnepaTUBHOr CUCTEMa, annukauvja u nogataka M MOHOBHY
MHCTanauujy onepaTtmBHOr cuctema v notpebHux annukauuja. Nog nojmom ,TpajHor 6Gpucama“
ce cmaTpa npoueaypa bpvcarwba nogaTtaka Ha Taj HauMH Aa ce UcKIbyyyje MoryhHOCT HakHagHor
noBpahaja Tux nogaraka, a y cknagy ca npenopykom NIST 800-88 Revision 1.
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O6e3b6ehnBame paa nuua koja kopucte UKT cuctem ogHOCHO ynpaBrbajy
UKT cuctemom 6yay ocnocobrbeHa 3a nocao Koju obaBrbajy u 'y
NOTNYHOCTU pa3yMejy CBOjy O4roBOPHOCT

UnaH 8.

Buwn cyg y BambeBy ce crtapa ga 3anocneHu koju ynpassbajy VKT cuctemom, ogHOCHO
3anocrneHun koju kopucte UMKT cuctem mmajy agekBaTtaH crterneH obpasoBara M CMOCOOHOCTH,
Ka0 M CBecT O 3Hauajy nocnosa Koje obaBrbajy. HbuxoBe oaroBopHoOcTU cy yTBpheHe
yroBopom o pagy.

ﬂpOBepa KaHAunaaTta n ycnoBu 3anowsbaBamba

Buwwn cyn y BarbeBy cnpoBoau pagwe y UMby NPOBEPE UCMYHEHOCTU YCrioBa CBaKor
nojeauHayvyHoOr KaHgugaTta 3a 3anocnewe, y cknagy ca ogrosapajyhum nponvcrma u eTUYKNM
npaBuvnnuMa, cpasMepHO MOCMOBHMM 3axTeBuMa, Knacuduvkaumju uHdopmaumja kojuma he
nmaTn NPUCTYN U carnegaHnm pusnuuma.

CBM 3anocrneHn 1 pagHoO aHraxoBaHW MojeauHUM No OPYroM OCHOBY KojuMa je foOerbeH
NPUCTYN NOBEPSBMBUM WHGOPMauMjama, Mopajy noTnucatu cnopasym O MOBEPSbLUBOCTU U
3aWTUTU NodaTaka M MHgopmaumja og Tpehmx nuua, Nnpe Hero WTo UM ce A03BOMWN NPUCTyn
onpemu 3a obpaay nHgopmaumja.

O6aBe3e y TOKy 3anocrnewa

PykoBogcteo Buwer cyna y BarbeBy je AyXHO fa 3axTeBa 0 CBUX 3aroOCfieHUX U pagHoO
aHraxkoBaHuX Nnuua ga npuymemyjy mepe 3awTtute 6e3begHOCTH, y CKragy ca OBUM akTOM WU
Baxxehum npouenypama.

Buwwm cyn y BarbeBy y uurby passoja, UMNEMEHTaUMjE U OApXKaBakba CUCTEMA 3aLUTUTE U
6esbegHocTn nogataka oGe3belyje ycrnoBe 3a MHTerpauuvjy KOHTPOSTHUMX MexaHu3ama Tako
LITO:

e (OO6esbehyje oa ce nocTynum 3awTUTE CNPOBOAE HA OPraHM30BaH HaYUH U y cknagy
ca npouenypama 'y KOHTUHYUTETY;

e LUTnTM wHpoOpmaumje ©n nopatke ca CAUYHUM  NPOUNOM  OCETIBMBOCTU U
KapakTepucTukama Ha jegHak Ha4yvH y CBUM OpraHn3aunoHuM jegumHuuama;

e CnpoBoau nporpaMe 3alUTUTE Ha KOH3UCTEHTAH W YyjeQHa4YeH Ha4yuH Yy CBUM
OpraHM3auMoHUM jeAMHNLAMA;

e KoopauHupa 6e3begHoCT M 3alWTUTY nopaTaka y WMHAOPMaLMOHOM CUCTEMY ca
U3NYKOM 3aLLTUTOM UCTUX.

Cunctem agMunHMUCTpaTopK, 3anocreH y nHpopmMaTtudkoj crnyxbu Buwer cyga y Barsesy, koju
Cy HaanexHu 3a npahewe, aHanusy, u3BellTaBawe U Nnpedy3vmare akTUBHOCTM Ha NraHy
crnpoBoherwa YyCBOjeHe MonuTMKe W npouenypa, KOHTUHyMpaHo ce oby4daBajy Yy uuriby
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yHanpeherwa TeXHUYKOr U TEXHOMOLLUKOr 3Hawa. CnuctemM agMUHUCTpaTOpPU Cy ayTopu3oBaHa 3a
npeaysnmarbe XUTHUX U HEeOoOSIOKHMX Mepa Yy cry4ajy NocTojara HernocpeaHe OnacHoOCTM 3a
nogaTke n JOKYMeHTauujy Koje cy nog Mmepama 3alutuTe.

Yno3sHaBawe ca 6e3begHowhy nHcpopmaumja,
CTULakbe 3Hatba U obyka

Csun 3anocnenn y Buwewm cyny y BameBy cy y obaBse3n ga npohy ogrosapajyhy obyky u
penoBHO CTUYy HoBa M OBHaBrbajy nocTojeha 3Hawa O npoueaypama Koje ypehyjy 6e3beaHocT
MHpOpMaLMja, Ha HAYMH KOju O4roBapa HUXOBOM MOCMIOBHOM aHraxoBaky U pagHOM MECTY.

OvcumnnuHcku nocrtynak

AvcumnnmHCcKM nocTynak ce CnpoBOoAW NPOTUB 3amnocrneHnx Koju cy Hapywwmnu 6e3begHocTt
MHopMaumja unu Ha Opyrv HauvH MU3BPLUMNWM MNoBpedy fnpasuna u NnonuTUKE Ha CHasu Uy
npumenu ko Buwer cyna y Barsesy.

OvcumnnmHekm noctynak ce nokpehe npeaceaHuk Buwer cyna y Barbey, a no npeanory
CMCTEM agMMHMCTpATOpa 3arocreHor y MHgopmaTudkoj cnyxbu cyga, nuua oenawheHor 3a
npaheke, Npukynrbawe, aHanuay 1 obpagy nogataka.

3awTuTa oA pM3uKa KOoju HacTajy npym npoMmeHama nocrnoBsa
WU NpecTaHKa pagHor aHrakoBaka fivmua 3anocreHux
kon onepatopa UKT cucrtema

UnaH 9.

3anocnexu 1 No ApyroM OCHOBY aHra)koBaHa nvua, OY>XHU Cy [ja YyBajy NOBEPSbMBE U Apyre
WHpopMaumje Koje cy oA 3Hauvaja 3a uHdopmaumoHy 6e3begHoct WKT cuctema, HakoH
npecTaHka WM NpPoMeHe pagHor aHraxoBaka. [dy>XHOCTn n obaBese Koje ocTajy Baxehe u
nocne npecrtaHka aHraxoBawa W Tpeba ga Gyaoy cagpxaHe y TeKCTy yroBopa O pajy ca
3anocrieHnuM 1 y ycrnoBsmMma 3acHuBawa pagHor ogHoca, OAHOCHO YroBopa O aHraxkoBawy nvua
BaH pagHor ogHoca.

OBa mepa je 6nwxe ogpeheHa aktom o 6e3begHoctn MIKT-a y Buwem cyny y Barbesy.

3a nocTtynaka NpuUIMKOM NpecTaHka 3anocrnewa Unn aHraxosawa 3afdyXeH/a je ynpasa
cyfaa v uHpompaTnyka cnyxba Buwer cyna y Barbesy, koju npeaysumajy cnegehe akTMBHOCTU:

e npoBepaBa MCMYHEHOCT CBUX YCrIOBa Yy Mornedy YyBawa M U3HOLWEHa nogartaka y
€IeKTPOHCKOM M nanumpHoM dopmary,

e Mpernega cee Hanore v NpUcTyne cUCTeMy Koju Cy GUnmn LOCTYNHM 3anocreHoMm,
e Mpey3nma of 3anocrieHor eneKkTpoHcke 1 apyre mobunHe ypehaje,
e yTBphYje HauMH KOHTaKTa ca GMBLUMM 3anoCcneHMM HakoH oanacka,

e npoBepaBa BpaheHe MobunHe ypehaje n ypehaje 3a npeHowwene nogaraka,
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e [aje Hanor 3a ykuaawe Harnora enekTPpoHCKe MOLUTe U CBMX APYrUX npaea npuctyna
cuctemy Buwer cyna y BarbeBy_Ha gaH npectaHka pagHOr ogHoca Wnu Apyror
OCHOBA aHraXxoBakba GUBLLIET 3aNOCHEHOT,

e npernega cBe Hamnore 3a NpUCTyn oafiaseher 3anocrneHor U NpuKynrba NpuUCTynHe
LUMdpe 1 KOAOBE ca LUMIbEM YKMaaka/NMpoOMeHe UCTUX Ha AaH oaJiacka,

e pey3uMma KapTuue unu gpyre ypehaje kojuma ce omoryhasa MpuUCTYn MOCNOBHUM
npocTtopujama n onpemu Buwer cyaa y Barbesy.

NaeHtTndmkoBarwe nHpopmaumoHux gobapa u ogpehnBame
OAroBOPHOCTU 32 HbUXOBY 3aLUTUTY

Ynan 10.

MHhdopmaumoHa nobpa obyxsatajy nogaTke y AatoTekama u 6azama nogartaka, nporpamMcku
kb4, KOHUrypauujy XxapaBepCKMX KOMMOHEHTW, TEXHUYKY M KOPUCHWUYKY [AOKYMeHTauujy,
YHyTpaLlH-€e ONnwiTe akTe u npoueaype.

MonucuBawe UMOBUHE

Buwn cyn y BarbeBy BplM MaeHTUUKaUMjy MMOBMHE KOja OAroBapa XMBOTHOM LMKIYyCY
WHpopMaumja W [OOKYMEHTYje HeH 3Hayaj. KmBOTHM umknyc uHdopmaumje obyxsaTta
Kpempawe, o6paay, cknaguwTewe, MpeHoc, Opucawe U yHUWTaBawe nojaTtaka wu
nHpopmaumja. Buwm cyn y Barbey npasu nonuc gobapa Koju je TayaH, axypaH, KOH3UCTEHTaH
n ycknaheH ca gpyromMm MMOBMHOM.

EsngeHumjy o wuHcopmaumoHum pobpuma u  cpegctBMMa M MUMOBMHM 3@ obpagy
MHpopmaumoHnx aobapa soan Cuctem agmumHucTpaTop opgaHa Becuh, nuue koje npunaga
MHopMaTMYKoj cnyxbu Buwer cyna y Barbesy.

BnacHMWTBO Hag4 MMOBUHOM,
npuxeBaT/bLUBO Kopuwhewe MMOBUHE U HEH NoBpahaj

MojeavHuM Kojuma je gaTa OLrOBOPHOCT 3a KOHTPOSMCAe XMBOTHOI LMKIyca WUMOBUHE
OYXXHW Cy Aa NpaBUHO yrpasibajy UMOBMHOM TOKOM LLEeNor XXMBOTHOI LuKIyca.

Buwwu cyn y BarbeBy y OKBUPY MHTEPHOr akTa O pykoBakwy MMOBMHOM Yypehyje npasuna 3a
npuxsaT/bMBO Kopuwhewe MMOBMHE MOBe3aHe ca WMHopmauujama 1M onpeMom 3a obpaay
nHopmMaumja.

3anocneHn 1 ekcTepHW KopucHuum cy obaBe3Hn Oda BpaTe CcBYy MMOBUWHY Buwer cypa y
BarbeBy Kojy noceflyjy HakoH npecTaHka HWUXOBOr 3arocnewa, yroBopa wuinu cropasyma o
aHraxoBamy Ha ogpefeHnM nocnosuma v 3agauuma.

TokomM OTKasHOr poka 3anocneHux, Buwmn cyn y BarbeBy KOHTponuwe HUXOBO
HeoBnawheHo Konupawe, YMHOXaBake WUNM npeysmMame perneBaHTHUX 3awTuheHux
MHopmaumja.
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KnacudmkoBawe nogaTtaka Tako Aa HUBO HUMXOBeE 3aluTUTe ogroBapa
3Hauvajy nogartaka y cknagy ca Haderiom yrnpaBibatba PU3NKOM
M3 ynaHa 3. 3aKkoHa o0 uHcpopmMaLmnoHoj 6e3beaHOCTH

YnaH 11.

KnacudukoBarwe nopartka je nocrtynak yrephuBamwa M nojeauHavHor gogerbusawa HvMBOA
TajHOCTM nogarka, y ckragy ca hUXOBMM 3HadajeM 3a Buwmn cyg y Barbesy .

Buwwu cyn y BarbeBy o3Ha4YaBa TUNOBE U fokaumje nogataka Kao noBepsbmBe, UHTEPHE WU
jaBHe. l/moBMHa ce o03HayaBa y3 nomMoh uMAEHTU(PUKAUMOHUX HanenHuua Koje Hoce
oarosapajyhy krnacudukaunoHy o3Haky.

Buwn cyn y BarbeBy knacudwukaumoHy Lwemy noBeprbMBOCTM MHGopMauuja 6asvpa Ha
4YeTUpU HMNBOA:

e OTKpuBaw-€ HE n3asnBa HMKaKBY LUTETY,
e OTKpuBaHk-€ n3a3nBa Mawy Hel'lpl/ljaTHOCT UM Mamy LUTETY;

e OTKpMBawe MMa 3Ha4yajaH KpaTKOPOYHW YTULA] Ha MOCNOBake WM TaKTUYKe
LUUIbeBe;

e OTKpUBamE MMa 030WrbaH yTULAj Ha AyropoYHe cTpaTellke LUIbeBe UMK yrpoxasa
orncTaHak.

Buwn cyn y BarbeBy BpLuv kKnacudukauujy pagu:

e Jayara KOPUCHMYKE OLArOBOPHOCTU, Kako B KOPUCHMLM MOTMN Aa youe 1 NpenosHajy
NMOCNOBHY BPEeOHOCT nogatka NPUIMKOM 4YyBakwa WNU Crnakwa U NOCTaHy CBECHMU
OAroBOPHOCTU 3a HeoBnawheHo Kopuwhere Nnu NpeHoLeH-E;

e [logusara cBeCTM 0 BPeAHOCTM MHOpMaLMje U JOKYMEHTa;

e 3awTuTe nogaTtaka y NoKpeTy paaun 6orbe U MHTENUreHTHuje mHTerpaumje ca DLP,
WEB gateway n octanum npoussoanma 3a 3alTuUTy napamMmeTapa u Kpajiwux ypehaja;

e 3awTuTe cagpxaja;

° MHTeraLl,Mje ca CucteMmnMa 3a apxmBumpame.

Knacudukaumja gokymeHTa Mopa aa byae ycknaheHa ca npaBunvMa KOHTpose npuctyna.

Buwun cyn y BarbeBy noctynawa y cknagy ca ycsojeHoMm Llemom knacudukoBara
nogataka. [locebHOM npoueaypoMm ce pJdeduHUWY padke 3a noctynawe, obpagy,
CKraguLiTere 1 NpeHoc nogaTaka.

# NMpouenypa o NocTynawy ca UMOBMHOM MOpa Aa nogpasyMmeBa:

e OrpaHuyewa npucTyna Koja noApxkaBajy 3axTeBe 3a 3alTUTy CBakor HMBOA
knacudukauuje;

e OJpXaBaH-€ 3BaHM4YHOI 3anunca o oBnawnheHnm npmnmaounma MMOBUHE;

e 3AWITUTY NPUBPEMEHUX UMW TpajHUX KOMuja rnogartaka Ha HUBOY KOju je y cknagy ca
3aWTUTOM OpUrnMHanHe nHdopmMauuje;
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cknaguwTewe UWHPOPMaUMOHE MMOBMHE Yy CKragy ca chneuudukagunjama
nponssonaya;

jacHo obenexaBawe CBUX Konvja meauja Ha koje oBnawhenn npumanay Tpeba ga
obpaTn Naxmy.

3awTnTa HOoCcaya nogartaka

YnaH 12.

Cuctem agmunncTtpatop 3anocneH y WKT cnyxbu cyna, o06e3befyje cnpevaBare
HeoBrawheHor OTKpUBaka, MOANMUKOBaHa, yKNakwakwa WM yHULITEHA nogaTtaka Koju ce
4yyBajy Ha HocauyMma nogaraka.

EBngeHunjy Hocaya Ha KojumMa Cy CHUMIbEHW nojauu, BOOW CUCTEM aLMWHUCTPATOpuU
3anocreHun y nHopmaTuykoj cnyxom Buwer cyna y Barbesy.

YnpaBrbarwe NpeHOCHUM HOocayMma nopartaka (megujyma)

Cuctem agmuHcuTaTop je AyXaH Aa passBuja U MMNSEMEHTMpA npoueaypy O ynpaBrbaky
NPEHOCHUM HOCaunma, y cKragy ca yceojeHom LLlemom knacudumkosara nogataka.

# NMpouenypa o ynpaerbakwy NPEHOCHUM HOCa4YMMa MoXe cagpaTtu cnegehe ogpenbe:

cagpxaj cBakor meaujyma Koju ce MoXe MOHOBO KOPUCTUTU U Koju he ce U3HOCUTH
n3BaH opraHu3aumje, oHaa Kaga Buwle Huje notpebaH, Tpeba Aa ce HemnoBpaTHO
n3dbpule;

3a CBe Meaunjyme Koju ce M3HOCe M3 opraHu3auuvje, oHga Kaga je TO HEeONXOAHO u
n3BoarbnBo, Tpeba 3axrteBatn ogobpewe, a 0 CBUM TakBMM U3HOLIEHUMa Tpeba
BOOAUTU eBUAEHUMjY, Kako b1 ce cayyBao Tpar 3a npoBepy;

cse meaujyme Tpeba cknaguwtuti Ha 6e36edHOM U 3awTMheHOM MecTy, y cknagy
ca npenopykama npoussohaua;

kopuwhewe KpunTorpadCkMx TexXHWKa 3a 3awTuTy nodataka Ha MPEHOCHUM
MeaujyMnMa, ako Cy NOBEPSbUBOCT UMM MHTErpUTET NofaTaka BaXHU;

nogaum TpebGa faa Oyay npeHeTM Ha HOBM Meaujym npe Hero LTO MocTaHy
HEYNTIBUBMY;

BULLECTPYKe Konuje BpegHUX nogataka Tpeba 4yyBaTu Ha oOBOjeHUM Meaujymuma aa
61 ce oogaTHO CMakMOo PU3KK OA criyvajHor owteherwa nnu rybutka nogartaka;

na 6w ce orpaHuuMna MoryhHocT ry6rbewa nopaTaka, Tpeba npenBuaeTu
PEerMcTpoBarbe NPeHOCHUX MeaujyMa;

NOKPETHE MPeHOCHe Meanjyme Tpeba KOpUCTUTM CaMo ako 3a TO MOCTOjU MOCIOBHA
notpeba;

YKOJINKO I'IOCTOjVI nocnoBHa n0Tpe6a 3a KOpI/ILIJheH:eM NPEHOCHUX Meﬂ,l/lija,
HeonxoaHo je npaTnuTU NpeHoc noaaTtaka Ha TakBe Me,u,mjyme.
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PacxogoBawe Hocava nopartaka (meamjyma)

Kapa Buwe Hucy notpebHu, meamjymm cy pacxoayjy Ha 6e3bepaH HauvH, NPUMEHOM
Mpouenype 3a 6e36eqHO pacxogoBare Meanjyma.

PacxogoBawe megujyma Ha 6e3begjaH HauvH Buwwm cyg y BarbeBy Bpwmn cBohewem Ha
MUHMMYM pu3nka og Moryher npeysumara OCerbuBMX nogataka of cTpaHe HeonawheHux
ocoba.

Mpouegypom 3a 6e3begHo pacxogoBawe Meaujyma Koju CagpKe MoBeprbMBe noaaTtke
yTBphYjy Ce pasnuMuuTM HauyumHU npoueca pacxogoBawa, a y Cckrnagy ca oceTibuBoLlhy
nogaraka.

# MNMpouenypa 3a 6e36eqHO pacxogoBake Meaunjyma gaje crnegehe cMepHuLe:

e HEONXOAHO je ypeaAUTU HayuH 3a uaeHTMdUKoBake Meaujyma Koju cagpxe
oceTrbuBe nogaTke 3a koje he moxga 6utn notpebHo 6e36eaHOCHO pacxogoBams-E;

e Meaumjyme Koju cagpxe oceTrbuBe nogatke Tpeba pacxogoBaTtv charbMBakeM WU
KngaweMm, wunu Opucakbem nogaTtaka pagn Kopuwhewa Yy HEeKoM Apyrom
annuMkaTMBHOM Nporpamy yHyTap opraHusauuije;

e pacxogoBawe Meaumjyma Koju cagpxe OoceTibuBe nopgatke je  noTpebHo
€BNOEeHTNpaTK, Kako b1 ce cavyyBao Tpar 3a NpoBepy.

PdU3nMYKU NpeHoC Hocava noaaTtaka (Meaujyma)

Hocauu nopaTtaka koju cagpxxe nHcgpopmauuje ce wTute oa HeosnawheHor npucTtyna,
3noynoTtpebe unu owrtehewa npunukom TpaHcnopta. Kana noseprbuBa nHcpopmaumja Ha
MeAaunjymy Huje wudpoBaHa, NOTPEOHO je oAaTHO (PM3UYKK 3aLUTUTU MeaujyM.

# CmepHuue 3a 6e3benaH TpaHCNopT:
e KOPUCTUTM NOY34aHN TPAHCMOPT UK Kypupe;
e noTpebHO je yBECTM NPOBEPY MAEHTUTETA KYpMpa;

e KapaKTepucTuke ornpemMe 3a npeHoc mMopajy Aa byay Takse ga obesbene 3awtuty of
cBux hn3nydkmx owTeherwa Koja 61 Morna HactaTy TOKOM npeHoca.

Y cny4ajy TpaHcnopTa Hocaya nogataka ca uHdopmMauunjama, npeaceaHuk cyaa, 3ameHuk
npeegcenuka unu cekpeTtap cyda, y AOroBopy ca CUCTEM aaMuHcuTpaTtopuma ogpehyje nuue
Koje he BpLUMTM TPaAHCNOPT N HAaYUH TpaHcnopTa.
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OrpaHqul-be npuctyna nogaunma
n cpeacrenmMma 3a o6pany nogartaka

YnaH 13.

Mopgauuma n cpeagcteMMa 3a obpaay nogaTaka je HeONXOAHO OrPaHNYUTM NPUCTYN Y CKNagy
ca yTBpheHMM cTeneHoM TajHOCTU nojaTaka u ycsojeHoM Lllemom knacudmukoBarwa nogartaka
npema 4nany 11. oBor akra.

Buwn cyn y BarbeBy he dhopmmpat KOHTpoOrHy nNUCTy npuctyna Koja cagpku rnonuc cBux
NHpopMaumoHmx objekaTta n cybjekTe Koju UM Mory NPUCTYNUTW.

KopucHnuuma je [O3BOSbEH MNPUCTYM CaMO MPEeXu U MPEexXHUM ycnyrama 3a unje
kopuwhene cy osnawheHu.

Buwwu cyn y BarmbeBy he nocebHMM [OKYMEHTOM ypeauTu NPUCTYN MPEXU U MPEXHUM
ypehajuma.

# Capgpxaj npoueanype 0 NpUCTyny Mpexu u MpexHum ypehajuma:
e NNCTa Mpexa U MPEXHUX ycnyra Kojuma je NpucTyn 4O03BOSbEH;

e HauyuHW ayTopu3auuje pagu yTBphuBama KoMme je 04oOpeH NpUCTyM, KOjoj Mpexu m
KOjuM ycnyrama;

e HaYWH ynpaerbaka 3alWTUTOM NPUCTYNa MPEXHUM NPUKIbYYLMMa U yCryrama;
e CpefcTBa Koja Ce KOpUCTe 3a MPUCTYN Mpexama U MpeXHUM ycryrama;

e 3axTeBu Yy nornegy Bepudukaumje KOPUCHUKA 3a MPUCTYN PasnnNuUTUM MPEXHUM
ycnyrama;

e HaA4YMHU Hagrnegawa KOpVILLIheH:a MpeXHUX ycnyra.

Opo6paBame oBnawheHor npuctyna U cnpevyaBawe HeoBnawheHor
npuctyna UKT cuctemy u ycnyrama koje UKT cucrtem npyxa

UnaH 14.
Buwwu cyn y BambeBy ynpasrba npuctynom WMKT cuctemy m ycnyrama kpo3 ynoTpeby
KOPUCHUYKNX naeHTudmkaTopa.

YnpaBroatbe KOPUCHUYKMM UAEHTUdUKaTOpMMa BpLWK Ce Y3 rnowToBakwe cregehumx
npuHumMna:

® KOPUCHUYKM I/lp,eHTI/IC*)MKaTOpI/I cy jeﬂI/IHCTBeHI/I, Tako Ada Ce KOPpUCHuUM mory Be3atu
Y3 bbUX U YYUHUTU OATrOBOPHUM 3a CBOje AKTUBHOCTW;

e Kopuwhere 3ajedHNYKUX naeHTudukaTopa [03BOSfbaBa Cce caMO OHAa Kaja je To
norogHo 3a obasrbane nocra y3 npeTxoaHo ofobpetse;

e KOpPMCHMLMMA KOjuMa je mpecTao pagHu OAHOC UMW Nepuod aHraxoBaha TPEHYTHO
ce oHemoryhaBajy unm yknamajy KOpUCHUYKN ngeHtudukaTopu;
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e MEPUOAMYHO WAEHTU(UKOBAHE U YKNakawe WM oHemoryhaBare BULLECTPYKUX
KOPUCHUYKUX NAEHTUdMKATOPA;

e BULIECTPYKM NOEHTUDUKATOPU HEKOT KOPUCHUKA Ce He U3Aajy APYrM KOPUCHULMMA.

CBakoMm KOpUCHUKY ce poperbyje npasBo npuctyna WMKT cuctemy y cknagy ca pagHum
3agaumma koje obaBrba. KopuCHWKY ce poferbyjy jeOUHCTBEHW nojaun 3a norosBawe U
jeanHcTBeHa Wudpa 3a NnoroBame, KOju ce He cMejy AenuTn ca ApYruM KOPUCHULMMA.

HoperbuBawe npuBuneroBaHnx (agMMHUCTPATOPCKMX) MpaBa Ha MNPUCTYN BpLWK Ce Ha
OCHOBY oAJyKe npegecaHuka Buwer cyna y Barbesy.

MpuBuneroBaHa npaBa Ha MpUCTYN LOAerbyjy NOocebHO 3a CBakM CUCTEMCKM objekaT y3
AedUHUCaH poK Tpajakba TUX nNpasa.

MpuBuneroBaHa npaBa Ha NPUCTyn koja Tpeba 4oOenuTU KOPUCHUYKOM uaeHTudmkaTopy
Apyradvja cy o OHUX KOja ce KOpUCTe 3a peqoBHe akTMBHOCTU. PejoBHEe NOCnoBHE akTUBHOCTH
He Tpeba BpWUTM U3 NPUBUNETOBAHUX KOPUCHUYKMX uaeHTuduKaTopa. KomneTeHuuje
KOPUCHWKa ca NpUBWUIEroBaHUM MNpaBuMa Ha NPUCTYN Ce PedoBHO MPeucnuTyjy paau nposepe
Aa nu cy y cknagy ca kuxoBum obaBesama.

3abpateHo je HeoBnawheHo kopuwherwe ONWTUX KOPUCHUYKUX UMaeHTUdmkaTopa
agMuHUCTpaTopa.

Wndpe 3a npuctyn onwTMM KOPUCHUYKUM UOEHTUUKATOPMMA aMUHUCTPATOpa Ce Mewajy
NMPOMEHOM KOPUCHMKA.

Buwn cyn y BarbeBy jegHOM roguvlike BpLUM NPeucnuMTMBake npaBa KOPUCHUKA Ha
NPUCTYM, Ka0 U HAKOH CBake NpoMeHe (yHanpehewe, paspeLuere 1 Kpaj 3anocnema).

3anocneHnMa, Opyrum pafHO aHraxXoBaHWM M eKCTEPHMM KOPUCHULIMMA MHdopMaumja U
onpeme 3a obpaay MHGOPMaLMja No MpecTaHKy 3anocreka WM UCTeKy yrosopa ykuaa ce
npaBo Ha NpuUcTyn.

YTBphuBawe oAroBOpHOCTU KOPUCHUKA 3a 3aLUTUTY CONCTBEHUX
cpeacTaBa 3a ayTeHTUdUKauujy

YnaH 15.

AyTeHTMdUKaLMje KOpUCHUKa KojuMa je opobpeH npucTynm cuctemMy BpLKM ce nyTem
JEOVHCTBEHOr KOPUCHWYKOT UMEeHa 1 wmudpe.
CBM KOPUCHULY CYy AYKHU Oa:

e KOPUCHMYKO MMe W Wwndpy gpxe y TajHOCTW, He OTKpMBajy UX ApyrMMm nvumma,
yKIbydyjyhu n HagpeheHe ocobe;

e un3beraBajy YyBare KOPUCHUYKOT MMEHa U Mdpe y NcaHoM OBnuKy;

e npomeHe wudpy Kaga npuMmeTe fa nocTtoju 6uno kakaB HaroBewTaj moryher
KOMNPOMUTOBaH-A.
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Wndpe mopajy ga:

e Capgpxe HajMarwe 9 andaHymMmepuyknx kapakTepa;
o Cappxe HajMahe jeqHO BESNMKO U je4HO Mano CroBo;

e Cappxe Hajmare 1 6poj (0-9).

LWndpe He 3acHMBaTM Ha NUYHMM NodaunmMa KOPUCHUKA, Kao LUTO Cy nme, TenedoHckn 6poj
unu gatym pohewa u He cMejy cagpxaTu Buwe of 3 y3acTonHa WaeHTU4Ha bpojyaHa mnm
CrnoBHa 3Haka.

KopucHuum cy aykHu ga npuBpemeHe Wwndpe npomeHe Npuinkom npeor npujaBrbMBaka Ha
cucTem.

NMpeaBuhawe oarosapajyhe ynotpebe KpunrtosawTute paaum 3awTure

TajHOCTVI, dYTEHTU4YHOCTUN OOAHOCHO UHTEerpuTeTa nogartaka

YnaH 16.

Y uwrby 3awTuTe nogaTaka cucteMm agmMuHcuTpaTtopw 3anocrieHn y UKT cnyxbu cyga
pasBujajy W UMNAEMEeHTMpajy MOoNuUTUKY Kopuwhewa Kpuntorpadpcknux KoHTpona, u
yCrnocTaBIbajy MEXaHU3Me U CUCTEM 3a yrnpaBrbakbe Kiby4yeBuma.

KpunTtosawTuta o6esbehyje:

AyTeHTuduKauvjy (ngeHTudukaumjy KOpUCHWKa W OPYrnxX CUCTEMCKUX €EHTUTEeTa Koju
3axTeBajy NpucTyn unu oaobpere akuunje KOpUCHUKa);

HenopeumBocT (MpuMeHa KpunTorpadockMx TeXHUKa, Hajuelhe aurmTanHor noTnuca, Kako
6n ce pobuna noTBpAa O M3BpLUABakY WM HEM3BPLUABaky HEKe akuuje oA cTpaHe
nojeauHaYHoOr KOPUCHUKA);

MoBeprbMBOCT (MPUMEHOM LUMGpOBaka BPLUM Ce 3alTUTa OCETIbUBUX WUMN KPUTUYHUX
MHOopMaLmja Koje ce CKnaauLwTe Unm npeHoce);

WHTerputeT (HENPOMEHIBMBOCT NodaTaka Koju ce npeHoce).

MocTtynak kpunTorpadcke KoHTpone obyxeaTa:

aHanudy u npoueHe notpeba npumeHe KpunTtorpaduje y MNOCAOBHUM npoLecuma
yKIbydyjyhr onwTe npuHuuMne npema kojuma 6u nocrnosHe nHpopMauumje Tpebano ga ce
LITUTE;

HMBO 3awTuTe ce oapehyje y3anumawem y 063Mp Tuna anropuTMa 3a KpUMNTOBaHe
nogartaka, jaumHe v KBanuteTa Kpuntorpadgyckor anroputma;

NpUMeEHy LWndpoBarka 3a 3alITUTY OCETILUBUX NogaTaka NpUITMKOM NpeHoca MOBUIHUM
unu gpyrum megujymmma, ypehajyuma unm npeko KoMyHuKaLMoHMX BO4OBA;

yrnpaBrbake KibydeBMMa (3awwTuTta Kpuntorpadckmx krbydeBa, noBpahaj wmdpoBaHnx
nogartaka y cny4ajy rybroewa, KoMnpoMuMTOBara unu owtehera Kibyyesa).
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YnpaBrbawe KibyyeBMma

Buwn cyn y BarbeBy npumemnyje criegehe metoge 3a ynpaBrbawe KibyvyeBuMa Koje
obyxBaTajy HMXOB Lie0 XXMBOTHWU LMKIYC:

reHepucame Kiby4yeBa;
nsgasane 1 gobujawe cepTudprkaTa 3a jaBHe KibyveBe;

CcKnaguwTewe KrbyyeBa (KibydeBM ce 4yBajy Ha nocebHum ypehajuma nnm nameTHUM
KapTuuama, Ha MecTy Koje je usnykmn obesbeheHo);

ANCTpnbyLMjy KrbyyeBa (Qoaena KibyvYeBa HamMereHMM eHTUTeTUMA U akTMBauuja camor
Krby4a);

3aMeHy Unu axypvpame Kiby4eBa;
NOCTynak y crny4ajy KOMNpoMUTOBaHa Kiby4eBa;
AeaKTMBauMnjy KIby4eBa;

obHaBrbare n3rybrbeHmx nnmn owtTeheHnx Krby4eBsa;
NpaBIrbeHE PE3EPBHUX KOMUja U apXMBUPaHE KIby4YeBa;
YHULLITaBaHE KIby4eBa;

eBngeHTnpake N npoBepy akTUMBHOCTU Yy BE3U Ca ynpaBibakbeM KibydeBuMa.

KrbyyeBn ce mory KOpUCTUTM camMo y Mepuoay Koju ogpeau npeacefHuk Buwer cyga y
BarbeBy y gorosopy ca cucte agmumHuctpatopom UKT cuctema.

du3nuka sawTuTa o6jekara, npocTopa, NPOCTOpUja OQHOCHO 30Ha Y

Kojuma ce Hanase cpeacrtBa U AokymeHTU UKT cuctema u obpahyjy

nogaumn y UKT cuctemy

UnaH 17.

Buwu cyn y BarbeBy je oyxaH ga npegysme Mepe pagu cnpedvaBawa HeosnawheHor
dom3mnyKor NnpucTtyna nocebHo KaHuenapujama nHpopmaTnyke cnyxbe, cepBep canu, akTUBHOj U
NMacuBHO] MPEXHOj onpemMu, Kao 1 ApyrMM npocTtopujama y kojuma ce Hanasm VKT onpema,
cpeactBa u pgokymeHtTn WIKT cuctema, kao M cnpevaBawe owTehewa UM oOMeTawa
UHopmaumja.
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30Ha pa3gBajalba U yCnocTaBIibakbe
cucrema pumsnyke 6e3denHoCTU

Onpema 3a obpagy uWHopmaumja ce WTUTU 3aKiby4yaBaweM MpocTopuja y Kojuma ce
Hanasu.

Y cknagy ca npoueHoM pusvka geduHucaHe cy criegehe 30He pasfBajamba: KaHuenapwja
nHpopmatumyke cnyxbe, cepsep cana (cepsep coba), maBHu gmuctpmbyTmeHu nanen (FAM) wn
anctpubytmeHm naxenu (A1) ca akTMBHOM 1 MACMBHOM MPEXHOM ONMPEMOM.

# LWta cy 30He pa3aBajara?

30He pasgBajakba Yy 3rpagu UM Ha noKaumju Koja cagpxu onpemy 3a obpagy
nHpopmaumja Tpeba ga 6yay duandkm mncnpasHe (Tj. He Tpeba ga noctoje npouenu y
30HM MM obnactu y Kojoj 6u ce nako mMorao SecuTu ynag); CrofbHW KpPOB, 3MAOBU U
NodoBM Ha TOj nokaumju Tpeba ga Gyay oA YBpCTOr mMartepujana, a cBa CrnorbHa BpaTta
Tpeba ga 6ygy notnyHo 3awTuheHa of HeoBnawheHor npuctyna NomMohy KOHTPOSTHUX
MexaHu3ama, HMp. peweTtkama, anapmuma, 6paBama uTA.; Bpata un nposopu Tpeba ga
OGyaoy 3akrbyyaHu y CBUM cnydvajeBuma kaga cy 6e3 Hagsopa, a kaga cy y nutawby
npo3sopwu, Tpeba pasmMoTPUTK CMOSbHY 3alUTUTY, NOCEBHO Y NPU3eMIby;

Tpeba noctaBuTK NpujaBHULE ca O0cobIbEM MNKU Apyra cpeacTtBa 3a KOHTPONy U3ndKor
npucTyna o fnokauuje unu srpage; npuctyn fiokaumjama nnm 3rpagama tpeba aa 6yae
orpaHu4eH camo Ha onawheHo ocobrbe;

oHOa Kada je To NpUMeHIbUBO, Tpeba aa Gyay usrpaheHe duanuke npenpeke kako 6u ce
cnpeuno HeosnalheHy pU3NYK1 NPUCTYN U 3arahjere 13 OKOMUHE;

cBa noxapHa BpaTa y 6e36e4HOCHOj 30HMN pa3aBajakba Tpeba Aa umajy anapmHu ypehaj,
Aa 6yay nop Hag30poM M Aa ce UCMUTYjy Ha Crojy ca 3MaoBuMa Kako Bu ce ycnocTtaBuo
notpebaH HMBO OTNOPHOCTU Y CKNagy ca oaroBapajyhvMm permoHanHuM, HaumoHanHUM m
MefhyHapoOHUM cTaHgapavma; Tpeba fa QYHKUMOHMLWLY Yy CKnagy ca  JioKarHuMm
NPOTMBMNOXaPHMM NpaBuUnMMa y norneay ocurypawa o4 0Tkasa;

Aa 6u ce Hagrnegana cea crnosbHa BpaTta v A0CTYMNHM Npo3opu, Tpeba nocTaBnTu norogHe
NPOTUB-NPOBANHe anapMHe CUCTEME Yy Cknagy ca HauWOHanHUM, PErMoHanHuM Wunm
mefyHapogHum cTaHgapauma; obnactn 6e3 ocobrba Tpeba ga Gyay noag anapmom vy
CBaKOM TPEHYTKy; Haa3op Tpeba Takohe o06e3beantv m 3a gpyre obnactu, HNp. 3a
NPOCTOPWjy Ca payvyHapyMmMa unm 3a NpocTopuje 3a KOMyHUKaUWje;

onpemMa 3a obpagy nHgopmaumja Kojom ynpasrba opraHusaunja Tpeba ga éyage pusnykm
O[BOjeHa o[, OHe KOjoM ynpasrbajy Tpeha nuua.

KoHTpona ¢msnykor ynacka

besbenHocHe obnactn Mopajy 6utn 3awTuheHe oaroBapajyhmm KOHTponama ynacka Kako
6y ce ocurypano ga je camo oBnawheHMM nojeguMHUMMa O03BOSbEH MPUCTYN, CKnagy ca
cMepHuuama.

# CmepHMLe 3a KOHTpony hmanykor ynacka:

eBungHeTnpaTn gatyme n BpemMe yrnacka n n3nacka nocetunauda, a cee rnocetmnoue Tpe6a
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HagrnegaTn, OCMM akKO HWUXOB MPUCTYN HUje NpeTxodaHo opobpeH; npuctyn Tpeba
ogobpaBatm camo 3a cneuuduyHe, ayTopu3oBaHe CBpXe W u3gaBatv ynyTcTBa O
3axTeBuma 3a 6e36egHoCcT obnactu n o Npoueaypama 3a BaHpegHe cuTyauuje;

npuctyn obnactuma y kojuma ce obpahyjy unu vyBajy nosepsrome nHhpopmaumje tpeda
Aa Oyade orpaHuyeH camo Ha oBnawheHe ocobe, npyMmeHoMm oarosapajyhux KOHTpona
npucTyna, HMOp. MWMMANeMeHTaumMjoM [OBOMAKTOPCKMX MexaHaHu3ama 3a poBepy
BEPOAOCTOJHOCTU, Kao LUTO CYy KapTuLue 3a NPUCTYN U TajHN NIMYHU MAEHTUMKAUMOHN Bpo;j
(PIN);

Tpeba 6e3benHo ogpkaBaTu M HagrnegaTV eBUAEHUM)Y UK eNEKTPOHCKY NPOBEPY CBUX
npucTyna;

oL, CBMX 3anocrieHux, yropapada u Tpehe cTpaHe, kKao M of CBMX nocetunaua Tpeba
3axTeBaTM ga Hoce BuMASBUBY uaeHTMdMKauMjy u ga m3secte ocobrbe obesbehera
yKonuko Haufy Ha nocetuoue 6e3 npatuoua unu npumeTe ocoby Koja He HOCU BUAIBUBY
naeHTudukaumjy;

3anocrneHnmMa Ko npyxaoua ycnyra obesbeherwa Tpeba ogobpuTn orpaHudeH nNpucTyn
6e3begocHMM obractuma unu onpemu 3a obpagy oceTsbMBUX Mogartaka M omoryhutm
Kaga 3a TO nocToju notpeba; oBakaB npucTtyn Tpeba ga byaoe opobpeH w HaarnedaH y
CBaKOM TPEHYTKY;

npaBa npuctyna 6e3begHocHMM obnactmma Tpeba penoBHO npeucnuTuBatM W
axxypvpaTu, a YKONMKO NOCTOoju noTpeba n yKUHyTH.

3awTuTa KaHuenapwuja, npocTtopuja, cpeacrtaBa, Kao M 3aluTuTa og

npeTHU eKCTePHUX (hakTopa U3 OKpYKeHa

Buwwu cyn y BarbeBy ob6e3behyje n npumersyje oarosapajyhy KOHTpony npuctyna, Yume ce
omoryhaBsa duandka 6e36eqHOCT KaHuenapuja, Nnpoctopuja n cpeacrtasa. Takohe, 6e36egHUm
KOHUrypucakbem ce oHemoryhaBa npucTyn KibyyHOj onpeMuM a y UWby CrpedaBama
BMASBMBOCTU MOBEPSbMBUX UHOPMaLMja, akTMBHOCTUMA cnorba. du3myka 3awTuta ce mopa
nnaHupaTu 1 3a criyyajeBe NpUpoaHUX KaTacTpoda, HenpujaTerbCkux Hanaga unun Hecpeha.

Papn y 6e3begHOoCHMM 30HamMa

Be3benHocHe 30He noanexy cnegehum mepama sawTure:

ocobsbe Mopa 6uTn obaBeLLTEHO O aKTUBHOCTMMA YHYTap 6e3beaHOCHe 30He;
3abpamyje ce pag 6e3 Haa3opa y 6e36egHOCHUM 30HaMa;

Ge3begHOCHE 30He KOje Ce He KopucTe Mopajy tutu (pusnmykm 3akrbyvyaHe W 4uja
nposepa ce BpLUN NEPUOANYHO;

He [03BOSfbaBa Ce YHolwewe ¢oTorpadpckmx, BUOEO, ayamo unu gpyrmx ypehaja 3a
3anvcrBarbe, OCUM Y3 NpeTXogHo ogobpere 04roBOpHOr numua.

EBnaeHunjy o ynacky y 6e3befHOCHY 30HY BOAM MpaBOCydHa CTpaxa W CUCTEM
agMmuHcuTpartopu Buwer cyna y Barsesy.
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3awTuTa og ryouTtka, owrtehewa, kpahhe unu gpyror obnuka yrpoxaBama
6e3benHocTU cpeacTaBa Koja YnHe UKT cuctem

YnaH 18.

NMocTaBrbawe U 3aWTUTa onpeme

Onpema ce nocTaBrba W WTUTK Ha HAYMH KOjJUM Ce CMakbyje pU3NK of NPEeTHM 1 ONacHOCTU
N3 OKpYXXehsa, kao n MmoryhHowhy HeoBnawheHor npucTyna.

# CmepHuue 3a 6e3begHoOCT onpeme:
¢ Onpema ce noctaBrba Ha MeCTy Koje ce Moxe 06e3beanTn og HeoBnawheHor NpucTyna;

e Onpema 3a obpagy uHdopMaumja koja Crnyxu 3a npuctyn n kopuwhewe oceTrbUBUX
rnogaraka ce nocTtaerba He MecTa Koja HUCY Buarbuea HeosnawheHmm ocobama;

e Bpwu ce pedoBHa KOHTpona cucTemMa 3a 00e3behere, anapma, NpOTUBMNOXapHe
3alTUTe, Kao M UHCTanauuja 3a Boay, CTpYyjy, rac, eNneKkTpoHCKe KOMyHUKaLuje;

¢ [lpocTopuje ca onpemom Tpeba pegoBHO YNCTUTK O NPALLMHE;

e 3abpaneHo je KOH3ymMupawe xpaHe u nuha n nywewe 6nu3nHKM onpeme 3a obpany
MHdopmMauuja;

e PepnoBHO ce npaTe TemnepaTtypa v BMaXXHOCT Ba3ayxa;
e Onpema Mmopa 6uTK 3awTheHa oa aTMOCHEPCKUX NafaBUHA;

e Onpema Yy WHOYCTPUJCKOM OKpPYXEehy Ce LTUTM MPUMMEHOM CheuujanHux metoaa
3awTuTe.

MpaBocyaHa cTpaxa M cucteM agMuHcuTpatopu Buwer cypna y BarbeBy pepnoBHO nparte
YCroBe OKOJMHE, Kao LUTO Cy TemnepaTtypa W BaXXHOCT, KOju O1 MOrnM HEraTMBHO Aa yTudy Ha
pag onpemMe 3a obpagy nHpopmauuja.

NomohHe ¢yHKUMje 3a noapLUKY

Onpema ce WTUTK oA Npekuaa Hamnajaka, Tako LTOo ce:

e noMmohHa onpemMa 3a Hanajawbe ofpXasa Yy ckragy ca cneundukaumnjama orpeme
npoussohaya n nponucnma;

e KanaumTeT NnoMohHe onpeme PeaoBHO NpoLEksYje;

e penoBHO Nperneia v UCnuTyje y norneny nNpaBuiHOM YHKLMOHMCAaka U BPLUKM Nornpaska
KBapoBa;

e 00e36ehyje BULWLECTPYKO Hanajake ca pasnuunTnx Tpaca.
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Be36eAHOCHM eneMeHTU NPUSIMKOM NOCTaBrbaka Kabnosa

KabnoBu 3a Hanajake U TENEKOMYHWKALMOHM KabrioBM KOju NpeHoce nogaTtke Wnv Koju
npeacTaBrbajy NOAPLUKY MHPOPMaUMOHMM ycryrama LWTUTe ce O4 MPUCNYLIKMBakba, OMeTama
nnu owteherwa Ha cnegehn HayYMH:

BOJOBM Hamnajawa M TeNeKoMyHUKaLUMOHM BOAOBU KOjU yrase y npocTopuje 3a obpaay
MHopMaumja cy noas3eMHW, oHaa kada je To Mmoryhe, wnuM uMajy agekBaTHy
anTepHaTUBHY 3aLUTUTY;

kabnoBu 3a Hanajawe ce ofBajajy o4 KOMyHMKauuMoHMx kabnoBa ga 6m ce cnpeuvne
CMETHE;

3a OCEeT/bMBE UM KPUTUYHE CUCTEME Ce MOCTaBIbajy OKIONSbEHM BOAOBU, KOPUCTE Ce
3aKkSby4yaHe NpPoCTOpUje Unu KyTuje 1 NnpuMekrsyje ce enekTpomarHeTCKO oknanakwe paau
3alTnTe Kabnosa;

HeoBnawheHo Npukbyyerwe ypehaja Ha kabnoBe ce BpLIM TEXHUYKMM NpeTpaXxnBaHem
N M3NYKOM NPOBEPOM;

npucTtyn go pa3BoaHUX Tabnm n \ I'IpOCTOpI/Ije ca kabnosuma ce KOHTpOJULLE.

OapxaBake onpeme

Onpema ce ogpxaBa Kako GM Cce OCUTypann HeHa HenpekuaHa pacronoXuWBOCT U
HEeNoBPEAMBOCT, M TO Ha cnegehn HaumH:

onpema ce oapXasa Yy cknagy ca npenopyyeHUM CEpBUCHUMM WHTepBanuma n npema
cneuundurKauujama Koje je gao ncrniopydunad;

nonpaeke 1 cepBucupane onpeme obasrba camo ocobrbe oBnawheHo 3a oap)KaBame;

O CBUM CYyMHVBUM MWINU  CTBAapHMM HEUCMPaBHOCTMMA, Kao W O  LENOKYNHOM
NPEBEHTUBHOM U KOPEKTMBHOM Ofp)KaBakby Ce YyBajy 3anucy;

oceTrbMBe MHopMaLmje Tpeba nsbpucat U3 onpeme;

npe Bpahawa ornpeme y paj HakOH oAp)kaBawa, NoTpebHo je npernegatyu kako 6wu
nposepunu a Huje HeoBnawheHo kopuwheHa unu owTeheHa.

MU3mewTtame m npemMmewtTarmbe MMOBUHE

Onpema, uHopmaumje nnn copTeep ce n3meLlTajy camo y3 ogobpere OAroBOpHOr nuua,
a TOKOM n3mMmeLlTawa ce npumeryjy cnegeha npasuna:

Tpeba Oa ce oapede 3anocneHn U CrnoSfbHU KOPUCHUUM KOju umajy oBnawhewe aAa
onobpe namewTake UMOBUHE;

Tpeba ga ce nocTaBe BpPEeMEHCKa OrpaHuyera 3a M3MellTake onpemMe W ga ce
npoBepasa yckrnaheHoCT NpUIMKOM NoBpaTka;

Tpeba [OOKYMEHTOBaTM MWOEHTUTET M YMoOry nvua koja KOpUCTe MMM MOCTynajy ca
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MMOBMHOM NPUIIMKOM MpemellTaka U oBa AOKyMeHTauuja Tpeba aa Oyae BpaheHa ca
onpemMomM, uHdopmMaumjama unm copTeepom.

Be36eagHOCT n3amewwTeHe onpeme n MMOBUHe

Ha namewteHy onpemy Tpeba npumeHnTn 6e36eaHOCHe MexaHM3Me 3alTuTe, yaumajyhu y
0063up pasnuuuTe pM3nKe NPUNMKOM paaa U3BaH npocTopuja.

Be36egHo pacxofgoBakwe UM NOHOBHO kopuwhewe onpeme

CeBu [pernoBum onpeme KoOju cagpxe Megujyme 3a 4yBakwe nopartaka mnoTpebHo je
BepudmkoBaTn aa 6mu ce ocurypano ga Ccy CBM OCET/bMBM Nodauy UM nuueHunpaHn coTeepu
npe pacxogoBaha Unn NoHOBHOT kopuwherwa 6e36e4HO YKITOHEHN.

Be3beaHOCT onpeme KOpUCHUKaA 6e3 Haa3opa

KopucHnun Ttpeba pa obes3bene aa onpema Koja je 6e3 Hagsopa uma ogrosapajyhy
3awTuUTy, y unrby oHemoryhasara npuctyna sawtuheHmum nHgopmMaumjama n nogaumma.

OcTaB/bame OCeT/IbUBUX U nopepsjbBUX AOKymMeHaTa 1 MaTepMjana

CBa oceTrbMBa U noBeprbMBa AOKYMEHTa U MaTtepuvjanu Mopajy Aa Oyay YKNoweHu ca
pagHe NOBpLUMHE W OANOXEHW Ha oaroBapajyhe MecTo Koje ce 3akrbydyaBa, y nepuoay kaga
3arnocrneHn Huje NpucyTaH Ha CBOM pafHOM MECTY UMW Kaaa ce AOKYMeHTa U MaTepujanu He
KopucTe.

# MNMpouenypa:

1. CBe oceTrbMBe UM MoOBeprbMBE WH@OpPMauuje y LWTaMnaHOM WU eneKTPOHCKOM
06nMKy 3anocreHn Mopajy OA4MNOXWUTU Ha CUTYpHO MECTO Ha Kpajy pagHor gaHa unu
Kaja HUCY NPUCYTHU Ha CBOM pagHOM MeECTY.

2. PayyHapu mopajy 6uTu 3akrbydaHu y OACYCTBY 3anoCreHOr U yralwleHu Ha Kpajy
pagHor AaHa.

3. Opmapu 1 uoke y kojuma ce 4yBajy NOBEPSbMBU Nofaum Mopajy butu 3akrbydaHu
Kafa ce He KOpUCTe, a Kiby4yeBu He CMejy BUTU OCTaBibEHM Ha MPUCTYNAYHOM MECTY
6e3 Haagsopa.

4. Jlantonoswn mopajy 6utn BesaHu y3 nomoh oarosapajyhe onpeme nnu 3akrbyyaHu y
duoun. TabneTtn n octanum NnpeHocHn ypehaju mopajy 6uTtn 3akrbydaHu y moum.

5. Hocauu nogataka kao wTo cy auckosu u flash memopuja mopajy 6utn ognoxeHu u
3aKrbyyaHu.

6. Lndpe 3a npucTtyn He cmejy BUTK HanucaHe 1 OCTaBrbEHE Ha NPUCTYNayYyHOM MECTY.

LWramnaHn maTtepujan Koju cagpxu oceTrbuBe uHGOpMauuje ce Mopa oamax
npeyseTu ca Wwramnada npunnukom LwramMnama.
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8. Martepujan Koju je HamereH 3a bauare Tpeba YHULITUTU NN OOJIOXKUTM Ha MECTO
KOje ce 3akrby4aBa, a Koje je HaMeHneHO 3a oanarake TakBe BpCTe matepujana.

O6e3b6ehuBare ncnpaBHor n 6esbeagHor pyHKUMOHMUCaHa cpeAcTaBa
3a ob6paay noparaka

YnaH 19.

Y uurby obesbehmBarwa mncnpasHor n 6e3deaHor yHKUMOHMCaa cpeacrtaBa 3a obpaay
nogaTtaka, AgeduHuwy ce npouenype 3a pykoBakwe CpeacTBMMa, Koje ce OAHOCE Ha
OTNOYMHAHEe W 3aBpLUeTak npuctyna MHAPOPMALMOHOM CUCTEMY, MpPaBibEHE PE3EPBHUX
Konwuja, oapkaBare onpemMe, pykoBakwe HocadMma nogaTaka, KOHTPOoy NpucTyna y npoctopuje
ca cepBepPCKOM MHPaCTPYKTYpPOM, KOMYHUKALMOHOM ONPEMOM M CUCTEMMMA 3a CKIaguLTeHe
nogaTtaka, Kao u y cnydajeBuBma mamewTawa genosa UKT cuctema. YcBajawe U nNpuMeHa

pagHuX npoueanypa.

Buwn cyq y BarbeBy ycnoctaBrba pagHe npouenype Koje cagpXe MHCTpyKuuje 3a getarbHo
nasspwemne crnegehux nocnosa:

a) UHcTanauuja n koHdurypaumja cuctema;

6) o6paay n noctynamwe ca uHdopmMmaumjama (ayTomaTCKM U MaHYEesHo);
B) u3paga pe3epBHUX KOMWja;

r) obpaga 3axTeBa 3a BPEMEHCKN pacnopen akTUBHOCTY;

[4) v3paga WHCTpyKUuja 3a MocTynawe Yy Chnydyajy rpewke unuv y ApyruM BaHpeaHUM
cuTyaumjama Koja MOry [da HacTaHy Yy TOKy Wu3BpLlaBakwa nocna, YKbyyyjyhu
orpaHuyerba y Kopuwhery CMCTEMCKUX NOMONHUX PYyHKUM]a;

f) yTBphnBame NUcTe KOHTakata 3a NnogpLuky 1 ecknauujy (Ykibyyyjyhu ekcTepHe KOHTakTe
3a NOAPLLUKY) y Criyyajy HeOYEeKMBaHMX ONepaTUBHMX I TEXHUYKMX NoTeLwkoha;

€) uspaga MHCTpyKUMja 3a ynpaBrbake NoBepsbLUBUM NogaumMa;

)K) npoueaype 3a noHOBHO MOKpeTawe CUCTeEMa U oropaBak, KOje Cce Kopucrte y cnyt-lajy
OTKa3a CUCTEMa;

3) ynpaBrbake CUCTEMCKUM 3annucuma (norosmma);

1) npoLieaype 3a Haarnenare.

3a ycBajame, n3mMeHe 1 JonyHe pagHuX npoueaypa osnawheH je npegceaHuk Buwer cyna
y capajtbu 1 Ha Npearior cCMcTeM agMuMHuUcTpaTopa cyaa.
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YnpaBrbake pacnosioXuBUM Kanauutetuma

Kopuwhewe pecypca ce KOHTUHyMpaHO Hagrnena, nogewasa W NPOjeKkTyje y cknagy ca
3axTeBaHMM KanauuTeTuma, Kako Ou ce ocurypane HeonxogHenepdgopmaHce cuctema.
MepuoagnydHo ce cnpoBoae crehe akTMBHOCTH:

a) bpucare 3actapenux nogartaka;
6) noenadvere 13 ynotpebe annvkauuja, cuctema, 6asa nogaraka Unm oKpyxema;
B) onTuMm3auuja cepmje npoweca n pacrnopeaa;

r) oobuvjare unu orpaHnyaBaH-€ NPOMYyCHOr orcera ycrnyra 3axTeBaHux y norneay pecypca,
aKO OHe HUCYKPUTUYHE 3a MOCMoBaH-e.

Pa3aBajat-e oKpyXxera 3a pa3Boj, uICnMTUBame U pag

Okpyxewa 3a pasBoj, ucnutmBarwe n pag cy mMehycobHo pasgBojeHa, kako Om ce cmarmo
pn3unK oA HeoBnawheHor NpucTyna nnv NPOMeHa y pagHOM OKPYXXeHY.

# CmepHuue:

a) Tpeba gedmHmMcaTM n JOKyMEHTOBaTK NpaBuma 3a NpeHoLlewe codpTBepa N3 pa3BojHOr
cTtatyca y onepaTuBHW CTaTycC;

6) pa3BojHM 1 onepaTMBHM codbTBEPU TpeDa Aa ce u3BpLUaBajy Ha pasnMunTUM cuctemMmma
UNMpadYyHapCKUM NpoLiecopuma, Kao 1y pasnmuntum JOMeHUMa Unvm AMpeKkTopujyMmmma;

B) npomMmeHe y onepatMuBHMM cuUctemMmnma u annmau,mjama TpeGa NCNNTUBATU Y OKPYXKEHY
3a UcnntnBawe U pexnmy oadpKaBaHla Mnpe Hero wto ce npumeHe Ha onepatmnBHeE
cucrtewme;

F) ncnnTnBake He Tpe6a Ja ce pagun Ha onepaTtuBHUM CUCTEMUMA, OCUM Y WU3Y3ETHUM
OKOIMTHOCTUMa;

A) Komnajnepu, eauTopu 1 Opyrn pasBojHM anatu UM CUCTEMCKM NOMONHM nporpamu He
Tpeba na 6yay OOCTYMHM U3 ONepaTUBHUX CUCTEMA, aKo Ce TO He 3axTeBa;

f) oa 6u ce cmawMO pU3MK OO FpeLlke, KopucHuuM Tpeba Aa npuMmemyjy pasnuuute
KOpUCHMYKe npocpune 3a onepaTtMBHE U CUCTEME 3a UCMUTUBaHE, a MeHuju Tpeba aa
npukasyjy ogrosapajyhe ngeHtuukalmoHe nopyke;

e) OCeTIbMBE NoaaTke He Tpe6a Konmpatn y CUCTEMCKO DGSBOjHO OKpyXeHe, OCMM ako
HUCY o6e36eF]eHe €KBMBaAlrieHTHe KOHTPOJ1€ 3a CUCTEM 3a UCMUTUBAH-E.

3a obGes3behuBarwe wucnpaBHor uM 6e3begHor dyHKUMOHWCAHa cpefcrtaBa 3a o0bpany
nogartaka u npuMeHy pagHux npouenypa 3agyxeHa je nHgpopmatumyka cnyxba Buwer cyga y
Baroesy.
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3awTnTa NnogaTaka u cpeacTaBa 3a o6paay nogaTaka
oA 3noHamepHor cogTBepa

YnaH 20.

3noHamepHu codpTBEpP OOyxBaTa CBE Nporpame Koju Cy HanpaBibeHW y HaMepu fa oTexajy
pag WM OLITETE HEKM YMPEXEH WM HEYMpEeXeH padyHap. 3awTtuta o4 3noHamepHor
copTBEpPA Ce 3acHMBa Ha cOTBEPY 3a OTKpMBaHE 3rOHaMepHOr coTBepa U OTKMakare
luTeTe, Ha nosHaBawymHpopmaumoHe 6e3begHocTn, ka0 M Ha oaroBapajyhum KoHTponama
NpUCTyna CUCTEMY M ynpaBrbaky 3axTeBaAHUM U NOTPeOHNM NpoMeHama.

MocTynak KoHTpose u npeaysMmame mepa npoTmus
3noHamMmepHor cohTBepa

Buwn cyn y BarbeBy ofpehyje u npumewyje KOHTpOfie OTKpvBawa, crpeyaBawa U
ornopaska, paav 3aliTuTe of 3rioHaMmepHor codTeepa.

# Cappxaj npoueaype o 3alTUTK 04 3NoHamepHOr codTeepa:

1.
2.

chopmanHa 3abpaHa kopuwhetsa HeayTopM3oBaHNX CopTBEPA;

UMMNemMeHTaumja KOHTpONna Koje chpeyaBajy wunv  OTKpMBajy  Kopuwhere
HeoBnawheHor copTBEPA;

UMMremMeHTaumja KOHTpona Koje cnpedaBajy unm OTKpuBajy Kopuwhewe no3HaTux
UM CyMHMBUX KOMNPOMUTOBaHUX Be6-CajTOBa;

ycrnocTaBrbakbe opmanHe MonuMTuke pagu 3awTuTte of pu3Mka MNoBe3aHuX ca
nobujarbem gaToTeka U codpTBepa o4 UK NPeko CNoSbHUX MpeXa, Unn Ha 6uno Kom
apyrom meamjymy, ykasyjyhu Ha To Koje 3awTutHe mepe Tpeba npenyseTu;

CMak-eH-e parMBOCTM KOje MOXe [a eKkchroaTule HenpujaTerbCku codTBep, HMp.
Kpo3 ynpaerbate TEXHUYKUM parNUBOCTUMA;

cnpoBofere pefdoBHUX MpeucnuTMBaka codTBepa W cadpxkaja nopaTaka y
cUcTEMMMA KOjU MoapKaBajy KpUTUYHE MOCMOBHE MpOoLece; NPUCYCTBO BUMNO KakBUX
HeoaobpeHuX aaToTeka Unn HeayTopm3oBaHMX AonyHa TpebGa (hopMarnHo UCTPaXUTK;

MHCTanupawe W pedoBHO axypupawe codTBepa 3a OTKpUBaH€ 3roHaMepHOr
cobTBEpPa M ONOpaBak paau NpeTpaxuBara padyHapa U Meaujyma Kao KOHTpOry 13
NPeaoCTPOXHOCTM, UMK Ha PYTUHCKO] OCHOBMW.

# Jlncta npoBepa Koje ce cnpoBoe:

a)

6)

nposepy, npe kopuwhewa, CBUMX JaTtoTeka Ha EneKkTPOHCKUM WAW  OMNTUYKUM
MeavjymMMMa, Kao 1 aatoTeka NpUMIbEHMX MPEKo Mpexa, Aa N cagpXe 3roHamMepHU
copTBEP;

npoBepy, npe kopuwhewa, cagpxaja npunora eneKkTPpoHCKe nowTe W npeyseTux
cagpxaja, Aa nu cagpxe 3noHamepHu codTeep; oBy nposepy Tpeba cnpoBoanTy Ha
pasHMM MeCTUMa, HMp. Ha cepBepurMa 3a eNeKTPOHCKY MOLUTY, Ha CTOHUM pavyHapuma
nnv Npunukom ynacka y mpexy oneparopa VKT cucrema;

B) NpoBepY NocTojaka 3rioHaMepHUX copTeepa Ha Beb-cTpaHnuama;
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r) oedumHucare npouedypa 3a MeHalMeHT U OArOBOPHOCTM 3a MOCTynake ca 3alluTUTOM
O 3noHamMepHor codTBepa Yy cucTemyrma, obyka 3a HUX0BO Kopulihetse,
“3BeLUTaBaHe 1 ornopaBak of Hanaaa 3floHaMepHUM COhTBEPOM;

A) npunpemy oarosapajyhunx nnaHoBa 3a KOHTMHYUTET MOCroBaka NPUIMKOM onopaska of,
Hanaga 3rnoHamMepHUMM CcoTBEPOM, YKIbydyjyhn CBe HeonxodHe pe3epBHE Konwuje
nogaTtaka u copTBepa U MexaHu3Me 3a ornopaBak;

f) umnnemeHTaumjy npoueaypa 3a pefoBHO MpUKynsbawe MHpOopMauuja, Kao WTo je
npeTnnara Ha agpecHe Cn1cKoBe 3a JOCTaBy UM Npoeepa Beb-cTpaHuLa Ha Kojuma ce
Aajy nHdopmaumje o HOBUM 3N0HaMepPHUM CoOPTBEPUMA;

€) uMNneMeHTauujy npoueaypa 3a BepudukoBawe WHpopmaumja O 3NOHaMEPHUM
copbTBepmma 1 obesbehene ga cy ynosopasajyhu nssewwtajy TadHn n MtHoopMaTUBHY;
pykoBoauouu Tpeba [a ocurypajy ga ce 3a pasfnukoBawe MNaXHWX of CTBapHMX
3rI0HamMepHUX copTBEpa KOpPUCTE KBaNmM@mUKOBaHM U3BOPU, HMP. NPOBEPEHN Yaconucy,
noysgaHe cTpaHuue Ha WHTepHeT Mpexu unmM ucnopydumoum nporpama npoTuBe
3roHamMepHux codTBepa; CBM KopucHuum Tpeba ga Oyay cBecHu npobnema nojaee
OYXOBUTUX UMM 3MOHamMepHux obmaHa u oHora wTo Tpeba ga page nocrie HUxoBor
npujema.

Mpenopy4yyje ce [AoHOWEHE W npouedype O aHTMBMPYCHO] 3aWTUTU M npoueadype o
noam3atby CBECTU 3arnocneHnx o MHopMaLmoHoj 6e3beaHocTw.

Y cnyyajy Aa KOpUCHMK MpUMEeTU HeoBW4YHO MoHallawe padyHapa, 3anaxamwe Tpeba 6e3
ofnarawa fa npujasu nHopmMaTU4Koj cnyxou Buwwer cyna y Barbesy.

Y unrby 3awtute ogynaga y VKT cuctem, cuctem agMmuHuctpatop Buwer cyna y Barbesy je
AyXXaH [a ogp)aBa CMCTEM 3a cnpeyvaBarse ynaga.

KopucHunuuma koju cy npukrbydeHn Ha WKT cuctem y cnyyvajy gokasaHe 3noynotpebe
WHTepHeTa cuctem agMmHMUCTpaTop CyAa MOXe YKUHYTU NPUCTY.

3awTuKTa of ryouTka nogartaka

YUnaH 21.

Buwmn cyn y BarbeBy Bpwn wu3pagy pesepBHUX Konuja Koje obyxBaTajy CuUcTemcke
MHopMaumje, annukaumje U nNogaTke Koju Cy HEONMxOAHW 3a onopasak LernoKyrnor cucrtema y
cnyuyajy HacTynawa nocnegvua nsassaHux BaHpeAHUM OKONHOCTMMA.

Pe3epBHe konuje nHcpopmaumja n nogartaka

PesepBHe konuje nHdopmaumja, copTBepa U QynnvkaTtu cuctemMa ce pegoBHO uspahyjy u
NCcnuTyjy.

3awTntHe Komuje KopucHuumma ob6e3befyjy kopucHuyke nogaTke, YHKLUMOHAMHOCT
cepBuca U annukaumja HakoH yHuLITewa unu owTtehewa Koja Cy HacTana ycreq Xakepckux
Hanaga, oTkasa xapABepa, rpeLlaka KopucHuKa, NpUpoaHMX katacTpoda n apyrnx Hecpeha.

MNoa 3awTUTHUM Konwjama nogpasymeBa ce npaBibeHe pe3epBHUX KOI'IVIja KOPUCHUYKNX
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nogartaka, KoHdurypaumoHmx wu log dajnoBa, KpUTUYHUX dajnoBa 3a QyHKUNOHUCAHE
onepaTMBHUX CUCTEMA (CEPBEPCKUX, KOPUCHUYKUX U KOMYHUKALMOHNX) NN LEeNUX onepaTuBHUX
cucTema, annvkaumja, cepsuca n 6ase nogataka.

3awTntHe konmje Tpeba aa omoryhe 6p3o n ecumkacHo Bpahawe y yHKUMjy cuctema y
cny4vajy HexerbeHux pgorahaja, u Tpeba ux npaBMTM Yy BpPEME Kaga Ce He yMmamwyje
pacnonoXunBoCT cepBuca, annukauuvja, 6asa nogataka U KOMyHMKaumoHux kanaumteta WKT
cuctema.

3a uyyBabe 3aWTUTHMX KOMMuja KOPUCTE Ce MarHeTHe Tpake, eKCTEePHU Xaphd OUCKOBU U
CD/DVD megujn.

HagnexHa opraHusauunoHa jeanHuua 3a UT nsspiasa crnegehe 3agatke:

e MpoLEeHYje OCeT/bMBE U KPUTUYHE MNofdaTke 3a koje je noTpebHO npaBuTKM pe3epBHE
Konwje;

e Kpeupa niaH npaeibeHta pe3epBHUX KOI'II/Ija;

e MNpaBM 3aWITUTHE KOMWje CepBEepcKor onepaTtMBHOI cUcTemMa W nogaTaka,
KOMYHMKaLMOHOr onepaTMBHOI cCUCTEMa W KoHdUrypaumoHux dajnosa, annuvkauuja,
cepBuca n 6asa nogaraka;

e BepuduKyje ycrneLwHo npaBrbewe pe3epBHUX Komnuja;

e BOOM eBUAEHUW]y ypaheHuX pe3epBHUX Konwuja;

e oanaxe konunje Ha 6e3begHO MecCTo;

e TecTupa UCNpPaBHOCT pPe3epBHUX Komnuvja 1 npoueaype 3a npaBibere 3alTUTHUX KOMuja;

e pecTaypuvpa nofaTke ca pesepBHUX Konuja.

# NnaH uspage pesepBHUX Konuvja nHdopmavmja obyxsata cnegehe:

e TayHe M MNOTNyHe 3anuce O pe3epBHMM KoMuMjama W [OOKYMEHTOBaHe npouenype
ODOHaBIbaH-a;

e 06UM 1 y4ecTanocT n3page pe3epBHUX Konuja;

e pe3epBHe Konuje Tpeba ga ogpaxasajy nocrnosHe notpebe opraHu3aumje n KpUTUYHOCT
TUX MHJOPMaLMja MO KOHTUHYUTET NOCroBakba opraHnsauuje;

e Tpeba MX CKNaguWTMTM Ha NoKauuju Ha LOBOSBHO] yOAarbeHOCTU, kKako 6u ce msberno
cBako owTehere Ha rnaBHOj Nokaumju;

e pe3epBHUM Konujama MHdopmauuja Tpeba gatn ogroeapajyhn HUBO omanyke 3awuTmTe u
3awTnTe oA yTuuaja oKonnHe (onucaHo y Tavku 12) Koju je gocnegaH Mepunuma Koja ce
NpyYMekYjy Ha rnaBHOj Nnokaumju,

e MeaujyMe ca pes3epBHUM Konujama Tpeba pedoBHO npoBepaBaTw, pagn CUTYPHOCTU
HuxoBe ynotpebe y BaHpegHMM CcUTyauunjama u Kaga je ToO HEONXO4HO;

e y cuTyaumjama y Kojuma je BakHa MOBEepSbMBOCT, pe3epBHe Konuvje Tpeba 3awTututn
nomohy wnposamsa.

3a sawTuty of rybuTka nogataka O[roBopaH je npeacefHuK cyaa M MHopmaTtmyka
cnyxo6a.
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YyBawe nogataka o gorahajuma Koju mory 6T of 3Ha4vaja 3a
0e306epgHocT UKT cuctema

UnaH 22.

Y UKT cuctemy Buwwer cyga y BarbeBy hopmunpajy ce 3anucu o gorahajuma (fiorosun) y Besu
ca aKTMBHOCTMMA KOPWUCHUKa, rpewkama u porahajuma y Be3an ca WHGOPMaUMOHOM
6esbegHoLny.

3anucuBamne porahaja

Buwwm cyq y BarbeBy npasu 3anuce o gorahajyuma n 6enexm akTMBHOCTU KOPUCHMKA, rpeLlKke
n porahaje y Be3an ca mHdopmMaumoHom ©Oe3begHowhy, koju ce Mopajy vyBaTu U peaoBHO
npeucnutMBatu. AOMUHUCTpPATOPM cCUCTEMa Hemajy Ao3Bony ga Opuwy unu geaxktMBupajy
AHEBHVKE O COMCTBEHMM aKTMBHOCTMMA.

3anucu o gorahajuma cagpxe:

naeHTUrKaTope KOPUCHUKA;

aKTMBHOCTM CUCTEMA;

aatyme, BpeMe n aetarbe Kiby4yHux gorahaja, Hnp. npyjaBrbuBama v ofjaBrbrBamba;
NOeHTUTET UNn nokauujy ypehaja, ako je moryhe, n ngeHTugukatop cuctema;
3anuce o ycnewHum n ogdujeHnM nokyLlajuma npucTyna cuctemy;

3anuce o ycnewHnm n oabujeHnm nokyliajuma npucTtyna nogaumma u ap. pecypcuma;
npomMeHe y KoHdurypaumju cuctema;

Kopuwhere npueuneruja;

Kopuwwherwe cuctemckux noMmohHux oyHKUmja 1 annvkaumja;

AatoTeke Kojuma ce npucTynano n BpcTe npucTyna;

MpeXxHe agpece 1 NpPoTOKONe;

anapwme koje je nobyamo cucTem 3a KOHTpOony NpucTyna;

aKTnBmpawe 1N geaktmempake cucremMa 3alTuTte, Kao WTO CYy aHTUBUPYCHU CUCTEMU U
CncTtemMmun 3a OTKpuBakw€ ynana.

3awTuTta uHcpopmauumja y 3anmcuma

CpeacTtBa 3a 3anvcmBake W 3anucaHe WHgopmauuje cy 3awTuheHn of HeosnawheHor
MeHara 1 npuctyna.

3abpamneHo je HeoBnawheHo yHollewe criegehux namena:

Mer-arbe TUMOBa NopyKa Koje ce 3anucyjy;
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YHOWEHE N3MeHa y AaToTeKke Ca 3anmcmmMma nim HuxoBo 6pmca|-be;

npenykaBake MeD,I/ijMa 3a 3anuce, WTo AoBoan 0O OTKa3a 3alncunBama ,D,oraf]aja nnn
ynncunBaka npeKko Beh paHI/Ije 3anncaHor.

3anucu agMUHUCTpaTopa U oneparopa

AKTMBHOCTW afMuHUCTpaTopa M onepaTtopa cuctema ce 3anucyjy, a 3anucu winte wu
peadoBHO npencnuTyjy. BnacHuuu npuBuneroBaHux KOPUCHUYKNX Hamnora mory 6utu y ctamwy Aa
ynpaerbajy 3anMcMma Ha onpemu 3a obpagy vHdopmauumja Koja je nog HWUXOBOM OAUPEKTHOM
KOHTPOIOM, Ha KOju Ha4MH ce WTUTe 1 nperneajy 3anucu aa 6w ce ogpxana ogroBOpHOCT 3a
npuBMeroBaHe KOPUCHUKeE.

CatoBn cBux ogroeapajyhmx cuctema 3a obpagy uHdopmaumja 3awTtute Mopajy outu
CUHXPOHM30BaHN NO ['PUHNYKOM CpeaH-EM BPEMEHY.

3a yyBane nogaraka o gorahajuma Koju mory 6uTh og 3Hadvaja 3a 6e3beaHoct UKT cuctema
3aly>keH je nHdopmaTuykm ueHTap Buwer cyna y Barbesy.

O6e36ehuBame MHTerputeTa cogpreepa
M onepaTtMBHUX CUCTEMa

YnaH 23.

Buwwu cyn y BarbeBy cnpoBoan npoueaype kojuma ce obesbehyje koOHTpona uHTerputeTta
WMHCTanupaHor coTBepa U onepaTUBHUX CUCTEMA, Yy CKMady ca CMepHuuama 3a KOHTPOmny
npoMeHa 1 nHcTanauujy cogreepa.

# CMepHULEe 3a KOHTPOSy NpoMeHa 1 MHCcTanauunjy codreepa

axypupare ornepaTuBHOr codpTBepa, annumkaumja n nporpamckmx 6ubnmorteka mory ga
obaBrbajy camMO oOcCrnocobrbeHn agmMuHUCcTpaTopu, no aobujawy oprosapajyher
oBnawhera of pykosoamnoua;

onepatuBHn CUCTEMU Tpe6a Oa capgpxe camMo o,u,o6peHe M3BpLUHE KOOOBE, a HE U
pa330jHe KOOOBE UMK KOMMNUNaTope,

annukaumje n onepaTMBHM CUCTEMCKM codTBep Tpeba umMnnemeHTupaTu TeKk nocre
obuMMHOr ” YyChNewHo CrnpoBedeHOr WucnuTuBamwa, kKoje obyxBaTa uWCNUTUBaHE
npuMeHrbmMBocTH, 6e3bedHoCTV, YyTUua@ja Ha [pyre cucteMe W MorogHocTu 3a
kopuwherwe, a Tpeba ux crnpoBoguTn Ha 3acebHMM cucTemMuma, OAHOCHO TECTHUM
OKpY>KeHsMMa (ONUCaHO Y TaukK ... TeCTUpame);

Tpeba ocurypatu ga cy cse ogrosapajyhe oubnuorteke N3BOpHUX Nporpama axypupaHe;

npe uMmnnemMeHTaumje 6uno kakBMx NpomeHa, Tpeba ycnoctaBUTU cTpaTervjy noBpartka
Ha NPEeTXOAHO CTawe;

NPUANKOM CBUX axypupawa Ha 6ubnuotekama onepaTtMBHUX nporpama, Tpeba
ogpxaBaTu 3anunce 3a NPoBeEpY;

Kao Mepy NpefoCTPOXHOCTM 3a HeoyekuBaHe cuTyauumje Tpeba cayyBaTu npeTxogHe
Bep3uje annuMkaTtuBHor cogpTeepa;
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cTapuje Bep3uje codTBepa Tpeba apxvmBupaTh, 3ajegHO ca CBUMM MOTPEOHUM
WHopMaumjama w napameTpuma, npouenypama, pgetarbMma KoOHurypauuje wu
CcobTBEPOM 3a MOAPLLKY, CBE AOK Ce MOAaumn ApXKe Yy apXuBMW.

WHcTanaumnjy n nogelwasarwe copTBEpa MOXe [a BpLUM camMO CUCTEM agMUHUCTpaTop cyaa,
OZHOCHO 3arnocreHn - KOPUCHUK Koju nmMa osrawhene 3a To.

3awTuTa of 3noynoTtpede TeXHUMYKUX 6e36eaHOCHUX crnabocTu
UKT cuctema

UnaH 24.

Buwn cyn y BarbeBy Bpwn aHanudy VIKT cuctema u ytephyje cteneH mnanoxeHoctn VKT
cuctema noTteHumjanHum 6e3begHocHMM cnaboctmma, M npegysvma ogrosapajyhe mepe koje
Ce 0OHOCE Ha yKNnakake Npeno3HaTux cnabocTn unm NpUMeEHy Mepa 3aluTuTe.

yYn paBbakbe TEXHUYKUM palbnBOCTUMA

Buwwn cyqn y BarbeBy 6naroBpemMeHo npukyniba MHgopmaLumje 0 TEXHUYKUM pawbnBoCcTUMA
WHPOPMALIMOHNX CUCTEMA KOjU Ce KOpUCTe, BpedHyje W3NOXEHOCT TUM pakuBOCTMMA U
npegysvma ogrosapajyhe mepe, yaumarwem y 063unp npunagajyhux pusmka.

MocebHe wWH(popmaumje koje cy noTpebHe 3a NOAPLIKY YyrpaBibaka TEXHUYKUM
patmnBocTUMa obyxeaTajy npoaasua codpTeepa, bpojeBe Bep3uvja, Tekyhe crtawe pasmellTaja,
Kao n ocobe koje cy oaroBopHe 3a Taj copTeep.

# CmepHuue:

Buwn cyn y BarbeBy gedumHuwe u ycnoctaerba ynore U OArOBOPHOCTU Yy Be3u ca
yrnpaBrbakemM TEXHUYKUM pawUBOCTUMA, YKIbydyjyhn Hagsop, oueHy pusuka ycnen
yTBphieHe pahwuBOCTU, WCMpaBKe, CreasbMBOCT MMOBMHE M CBE OLrOBOPHOCTM 3a
notpebHa KoopAnHUpawa;

HajMah-e je4HOM Mece4vHo, a No NoTpedu n Yewhe, BpLUN aHaNN3y JHEBHMKA aKTUBHOCTU
(activitylog, history, securitylog, transactionlog u gp) y uwby wugeHTUdukaumje
noteHumjanHnx cnaboctn UKT cuctema.

3a copTBEpPCKE U Opyre TexHomnorunje (3acHoBaHe Ha CMMCKYy MMOBUHE: BuaeTtn 5.1) ce
oapenyjy vHdoOpmMauuoHM pecypcu 3a uaeHTUdUKoBawe ofrosapajyhnx TexHUYKuX
pakbMBOCTU M 3a OAp)KaBake CBEeCTU O WUCTMMaA; OBM WHAOPMAaUMOHW pecypcu ce
a)Xypupajy Ha OCHOBY M3MeEHa Y MHBEHTapy MM OHAA Kaga ce MOeHTUMKYjy HOBM UK
OPYr KOPUCHW Pecypcy;

AedvHULLE Ce BPEMEHCKM pacnopes pearoBata Ha obaBellTene 0 MOryRuM TEXHUYKUM
parMBOCTUMA;

Kaga je Moryha TexHuyka pambuBOCT WOEHTUdUKOBAHA, Tada ce WOEHTUAUKYjY
npuvnagajyhn pusnumn u akumje koje Tpeba npenysetn; Takse akuuwje mory ga obyxeaTe
ncnpaske parMBUX CUCTEMA U/MNU NPUMEHY OPYrMX KOHTPONa;
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e y 3aBUCHOCTW O TOra KOMMKO XWUTHO Tpeba HeKy TexXHUYKYy pamwMBOCT Y3eTu Y
pasmaTpame, Npeay3eTe akTMBHOCTM Ce CMPOBOAE Yy CKMady ca KOHTporiama Koje cy
Be3aHe 3a ynpaBibake NpoMeHama Wnu crnpoBohewem Mnpoueaypa 3a oAroBop Ha
WHUNOEeHTe HapylwaBarwa 6e3begHocTu (Bnaetm 27.5);

e aKO je ucnpaeka AOCTYMHa 04 NErMTUMHOr U3BOpa, OHAA Ce OLeHYjy pU3num y Besu ca
WHCTanupawem Te UcrpaBke (pU3NKe Koju HacTajy ycned pawvBocTy Tpeba ynopeantu
ca pU3MKOM Be3aHVM 3a UHCTanmparbe UCnpaBke);

e lucrpaBke ce Mopajy NpBO ucnpobaTtn n BpedHOBATW Mpe Hero LITO ce TpajHO yrpaje,
Kako 6u ce ocurypano ga he oHe 6utn ecekTnBHe N ga Hehe JOBeCTU 4O CNopeaHnx
yTuLaja Koju ce He MOry TofiepucaTty; ako UCrnpaBka Huje Ha pacnonarawy, oHga Tpeba
pasMoTpUTU Opyre KOHTPOre, Kao LUTO Cy AeaKkTuBupame ycnyra munv moryhHocTu Koje
ce O4HOCe Ha parMBOCT, npunarohaBarwe UNU goAaBake KOHTporia npuctyna, (Hnp.
3awTnTHY Bapujepy Ha rpaHuuama mpexe (Bugetu 21.1)) nnu nojadyaHo Hagrnenawe
Kako G1 ce OTKpUNM unu cnpeyunnu noctojehn Hanagun u ytuuano Ha noBehakwe CBeCTU O
pakMBOCTY;

e 0O CBMM Mpeay3eTmM npoueaypamMa ce rnpase 3anvicu 3a NpoBepy, a NpoLuec ynpaeibaka
TEXHUYKMM parbMBOCTMMa Tpeba pedoBHO Hagrnegatu M BpegHoBaTM Kako Ou ce
ocurypare werosa epekTMBHOCT U ePUKACHOCT;

e Hajnpe ce y3Mmajy y pasmatpare CUCTEMU Ca BUCOKAUM PUIUKOM;

e edekTMBaAH npouec ynpaBfbawa TEXHUYKMM pawMBOCTMMA Ce Yycknahyje ca
aKTUBHOCTMMA KOje Ce OJHOCe Ha Yynpasrbawe WHUMAEHTMMa, Tako ga obes3benum
TEeXHMYKe npouenype Koje Tpeba cnpoBecTy ako ce Joroan HeKU MHUMAEHT;

e Kpeupa ce npoueaypa kKoja yauma y ob63up cuTyaumjy y KoOjoj je uaeHTudukoBaHa
pakUBOCT, anu He NOCTOjU NOorogHa KoHTpamMmepa. Y 0BOj cuTyauuju, opraHnsauuja Tpeba
Aa rnpoueHn pu3nK y ogHOCY Ha Mno3HaTe pawMBOCTU U AeduHue oaroapajyhe mepe
3a OTKpUBaH-€, Kao N KOPEKTUBHE Mepe.

YKONMKO ce naeHTndurKyjy pabmnBoCcTu Koje mory aa yrpose 6e3beaHoct UKT cuctema,
cucTeM agMUHUCTPATOP Cyda je AyxaH Aa ogmax U3BpLUM noaellaBara, OAHOCHO
WMHCTanupa coTeep Koju he OTKIIOHUTU yodeHe parwuBocTu. [pBo ce y3umajy y
pa3mMaTtpare CUCTEMU Ca BUCOKUM PU3NKOM.

OrpaHuyena y norneay MHcrtanauumje cocgpreepa

3abpaneHo je MHCTanmpawe codTBepa Ha ypehajuma Koju Mory JOBECTU A0 U3MOXKEHOCTU
WKT cucrtema 6e36eaHOCHMM pusnymma.

MocebHNM aKkToM je AeduHUCaHO Koje BpCTe codpTBepa 3anocneHn cMe da UHcTanupa, a
Koje cy 3abpareHe.
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O6e3behnBame aa akTMBHOCTU Ha peBusunju UKT cucrema nmajy wro
MakbU yTULUaj Ha PyHKLUMOHUCae cuctema

Unan 25.
Mpunnkom cnpoBohewa pesusnje VKT cuctema, Buwm cyg y BarbeBy o6e3behyje ga
peBM3nja MMa LITO MakW yTULaj Ha PyKUMOHMCake cuctema.
# [NocTynak KOHTpone NHPOPMaLMOHUX cucTema:
e Ca pykoBoOCTBOM Cy JOFOBOPEHN 3axTEBM 3a NPOBEpPY NPUCTyna cUcTemMy 1M nogaumma;

e [lpegmeT ¥ nogpyyje wucnMTMBamwa 3a NPOBEPY CYy YyHanpeg [OOrOBOPEHM U CTPOro
KOHTpONMcaHu;

e lcnutmBama 3a npoBepy Cy orpaHn4yeHa Ha npucTtyn YnTawem,

e [lpuCTyn KOjuU HMje OrpaHMyeH camo Ha uuTawe Tpeba A03BONUTU caMo 3a Aobujare
N34BOjEHNX KOMWja CUCTEMCKUX AaTOTEKa Koje ce NOo 3aBpLUeHOj NpoBepun bGpuwly nnu ce
ogrosapajyhu wtnte yKonuko nocTtoju obaBe3a fa Ce TakBe OaToTeke 4vyBajy npema
3axTeBMMa 3a JOKYMEHTOBaH€ NpoBepeE;

e 3axTeBu 3a nocebHy unu gonyHcKy obpagy mopajy 6utn naeHTndukoBaHn U O Tome
Mopa BUTK caunkseH NCaHU cnopasym;

e lcnutnBara 3a npoBepy MOry yTuuatuM Ha AOCTYMHOCT cucTema, na ce nokpehy BaH
pafHOr BpeMeHa;

e CaB npucTyn ce Haarneaa v 3anucyje ce aa 6u ce HanpaBMo pedepeHTHM Tpar.

MnaHupawe n cnposoherwe pesusnje UKT cuctema mMoxe ga BpwKM caMoO MHpopmaTUdka
cnyx6a Buwer cyga y BarbeBy, 0qHOCHO 3anOCNeHN-KOPUCHUK Koju nma osnawhere 3a T0.

3awTuTa nogaTtaka y KOMyHMKaLMOHUM Mpexama
yKiby4yjyhu ypehaje n BogoBe

UnaH 26.

Y uurby 3aWTuTe nogartaka y KOMyHUKauMoOHUM Mpexama, ypehajuma n BogoBuma BpLUM ce
HoMXOBaA KOHTPOMA U 3aliTuTa of HeoBrawheHor npuctyna.

Cneuundmkaumja MpexHux ycnyra, 6uno ga ce oHe npyxajy yHytap camor Onepatopa VKT
cucteMa 6uno of crtpaHe Tpehux nuua, ykibydyjy MexaHuame 06e3b6egHocTu, BpCTe ycnyra
yTBpheHnx Ha 3axTeB pykoBoacTBa. MpexHe ycnyre obyxBaTajy obe3behmBare npukrbyyaka,
ycrnyre Ha NpuBaTHUM Mpexama U Mpexe ca AOoAaTHUM yHKUMjaMa, kao U peluewa 3a
ynpaerbanwe 6e3beaHowny (3awTMTa u cMCTEMN 3a OTKpUBaH-e ynaaa).

Y wmMpexama cy MehycobGHO pasgBojeHe rpyne WMH(OpPMauMOHMX YCnyra, KOPWUCHUKA W
cucTema, a MpexH1 agMUHUCTPAaTOp je 04roBopaH 3a yrnpaBribakbe MpPEXoM.

Cucrtem agMUHUCTpAaTOp cyada je AOyXaH Oa CTaniHO BpPLWM KOHTPOJMHU nperneg MpexHe
onpeme un 6narospemeHo npeny3nma mepe y unrby oTKnakaka eBeHTyarmHnX HenpaBuUimHOCTW.
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Bbe3beaHoCT nopartaka Koju ce npeHoce yHyTtap onepatopa UKT cuctema,
kao un namehy oneparopa UKT cuctema un nuua
BaH onepaTtopa UKT cucrema

YnaH 27.

3awTnTa nogartaka Koju ce npeHoce KOMyHWKauMOHUM cpedcTBuMMa yHyTap Buwer cyga y
BarbeBy, namehy onepatopa UKT cuctema u nuua BaH onepatopa VKT cuctema, o6esbehyje
ce yTBphuBawemM ogrosapajyhux npasuna, npouegypa, noTnMcnMBakeM yroBopa n crnopasyma,
Kao 1 NPUMEHOM afleKBaTHMUX KOHTpona.

MpaBuna kopuwhewa eneKkTPoHCKe nowTre

Ynotpeba enekTpoHCKe MoliTe Mopa GUTK y cknagy ca YCrnocTaBrbeHMM npouedypama u
afleKBaTHNM KOHTponiaMma Hapg cnpoBoherem UCTUX. EnNekTpoHcka nowTa ce MOoXe KOPUCTUTU
MCKIbYYMBO 3@ MOCMOBHe NoTpebe; pa3MeHa nopyka NUYHOI capkaja HWje OO3BOSbeHa; CBU
nodaum cagpXxaHu y nopykama unvm vuUxoBOM NpUory mMmopajy 6utun y cknagy ca ctangapavmma
3awTuTe nogataka.

lNMpaBuna kopuwhewa UHTepHeTa

Mpuctyn cagpxajuma Ha WHTepHeTy je 003BOSbEH UCKIbYYMBO 3a MOCMOBHE HameHe. Ha
MpeXxu je omoryheHo Hagrnegawe, OQHOCHO KOPUCTU ce MNocTynak nepuoandHe peBusnje u
KOHTpOnncara NoroBaka, Kako Ha npujeMy Tako U Ha cnamy.

MpaBuna kopuwhewa nHopMaLMOHUX pecypca

MHdopmMaLmMoHn pecypcu ce KOpUCTe UCKIbYYMBO Y MOCIIOBHE CBPXE, HAa pagy Wnun y Beau ca
pagoM. [pyry HameHy kopuwhewa nocebHo ogobpaBa O4roBOPHO nuvue, Ha obpasnoxeHu
NMMCaHN 3axTeB KOPUCHNMKA.

Cnopa3symu o npeHocy uHdopmauumja

BesbenaH npeHoc nocnoBHUX WHdoOpmaunja wusmehy opraHu3aumje wn Tpeher nuua
obe3behyje ce nowToBaweM crnopadyma o npeHocy nHgopmaumja.

# Cnopasymu o npeHocy uHdopmMaumja Tpeba aa ykrbyde cnegehe:

1. OAroBOPHOCTW PYKOBOACTBA 3a KOHTPOMY U U3BeLTaBake O MPEHOCy, OTNpeMun u
npujemy;

npouenype 3a obesdbehere crnearbMBoCTN N HENOPELIMBOCTH;
MUHUMarHe TeXHMYKe CTaHAapAe 3a NakoBaH-€ U NMPEeHOC;

cTaHgapae 3a MAeHTMdMKOBaHE Kypupa;

o bk~ DN

obaBe3e M OArOBOPHOCTU Yy Chydajy MHUMAEHaTa HapywaBawa 6e3begHocTu
nMHpopmaumja, Kao WwTo je rybuTtak nogaraka;
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Kopuwherwe [JOroBOpeHoOr cucTemMa O3HayaBawa OCETIbUBUX UMW KPUTUYHUX
nHdopmaumja, y3 ocurypaBame a je 3Hayerwe o3Haka oMax pasyMrbuBo 1 fa cy Te
nHdopmMaumje 3awTnheHe Ha ogrosapajyhn HaunH;

nocebHe KOHTpore koje cy noTpebHe aa 61 ce 3aWTUTUNN OCETILUBK AeTarbu, nonyT
Kpuntorpacduije;

oApaBawe NnaHua Hag3opa 3a MHopmaumje y ToKy npeHoca.

Pa3smeHa €JIeKTPOHCKHMX NOopyKa

3awTtnta uWHgopMaumja YKIbYYEeHUX Yy pas3MeHy €eneKkTPOHCKMX Mopyka ce perynuwe
Mpouenypom o 6e36eaHOCTM y pa3MeHM ENEKTPOHCKNX NOPYKa.

# MNpouenypa o 6e3b6egHOCTM Yy pa3MeHn enekTPOHCKMX Nopyka Tpeba ga obyxesaTu:

3aWTUTY Nopyka of HeosnawheHor npuctyna, MoamdukoBakwa Mnn oabujawa ycnyra
Koje cy y cknagy ca knacmdukaumoHom wemom Kojy je yceojuo Onepatop VKT cuctema;

ocurypare UCnpaBHOr agpecuparsa U TpaHcrnopTa nopyke;

MOLLTOBaH-€ 3aKOHCKUX oapeadun, Ha Npumep 3axTeBe 3a eNeKTPOHCKe NOTNUCE;

nobujare ogobpera npe kopuwheha jaBHMX CMOSbHUX yCnyra, Kao LWTO Cy pa3MeHa
XUTHUX NOPYKa,NnpuUCTyn 1 kopuwhewe ApYyLITBEHE MpPEXe Unu 3aje4HUYKO Kopulhewe
aartoTeka;

CTpOXe HMBOe yTBphMBawa BEpOOOCTOjHOCTU, KOHTPONMCakeM NpUCTyna M3 Mpexa ca
jaBHMM NPUCTYMNOM.

CﬂOpaSYMVI O NOBEepPSbLUBOCTU UITN HEOTKPUBabY

Cnopasymn O MOBEpPSbMBOCTM UMM HEOTKpMBakYy MMajy 3a Uuib 3alTuTy MHGopmauuja
Buwwu cyn y BarbeBy un obasesyjy noTnucHvKe Aa vHopmalmje wtute, kopucte u objaBrbyjy
X Ha OAroBOpPaH 1 ayTOpU30oBaH HaYMH.

# [a 6u ce naeHTMdumKoBanu 3axTeBn 3a Cnopasyme O MOBEPSbLMBOCTU UMM HEOTKPUBAHY,
Tpeba y3eTun y 063up cnegehe enemenTe:

1.
2.

AedvHnumjy uHopmaumja koje Tpeba 3aWwTUTUTK;

O4YeKMBaHO Tpajakbe cnopasyma, ykibydyjyhu cnyyajese y kojuma je notpebHo ga ce
NMOBEPIbMBOCT CavyyBa HEOrPaHUYEHO;

nocTynawa Koje ce 3axTeBajy Mo WUCTeKy crnopasdyma, nonyT noBpahaja unu
yHULWWITaBaka MHdopMauuja;

O03BOSbEHO KOopulhere MNOBEepSbMBUX MHAOPMaUMja U MOCMOBHUX TajHWU, Kao wu
npasa NOTMMUCHUKA a KOPUCTU MHpopmMmauuje;

npaBo Ha NpoBepy 1 npahewe akTUBHOCTU KOje YKIby4yjy NoBepsbUBe MHpopmaLmje;

npouec 3a obaBellTaBake M U3BELITABawke O HeoBnawheHOM OTKpMBaky WU
npuUcTyny NoBeprbUBUM MHOpMaLMjama;

paghe Koje Tpeba npeayseTu y criyyajy Kplieka OBOr criopasyma.
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Mutawa uHcpopmaymoHe 6e36e4HOCTU Y OKBUPY yNpaBrbaka CBUM
dazama xuBoTHor uuknyca UKT cuctema ogHOCHO gienoBa cuctema

YnaH 28.

Y okeupy xwmBoTHor uuknyca WKT cuctema koju ykrbydyje ase KoHUMnvpawa,
cneundukaunje, npojekToBaka, pasBujaka, TecTupawa, WMNIeMeHTaunje, kKopuwhewa,
ofpXaBata M Ha Kpajy noBradewa m3 ynotpebe, Buwm cyg y BambeBy je y obaBesn pa
06e36eamn nHdopmaumnoHy 6e3begHocT y cBakoj asun. MNMutawe 6e3begHOCTN ce aHanu3npa y
paHuM (pasama npojekata WMHMOPMALMOHMX CUCTEMa jep TakBO pasmMaTtpake [0BOAWU [0
ePeKTUBHUUX N paunoHaIHUjuX peLlera.

CucteM agMUHUCTPATOP Cyda je 3afyXeH 3a TEeXHUYKM HaOsop Hag peanusaunjom o
cTpaHe u3Bohaya, o4HOCHO Mcrnopy4YmoLa.

O ycnocrtaBrbawy HoBor WKT cuctema, ogHOCHO yBOhewy HOBMX OenoBa M M3MeHama
noctojehnx genosa UKT cuctema cuctem agMUHUCTPATOpP Cyda BOAU LOKYMEHTauujy.

J[lokymMeHTaumja n3 NpeTXxo4HOr cTaBa Mopa Aa caapky onvMce CBUX nMpoueaypa, a nocebHo
npoueaypa koje ce ogHoce Ha 6e36eaHocT UKT cucrema.

AHanusa u cneuncpukauymja 3axteBa
3a nHdpopmaumoHy 6e3beaHoCT

Y 3axteBe 3a HOBe WHPOPMAUMOHE CUCTEME unM 3a noborblwawe nocTojehmx
MHPOPMAaLIMOHNX CUCTEMA MOpPajy BUTK YKIby4eHU 3aXTEBU KOju ce ogHOCEe Ha MHGOPMaLMOHY
6e30eaHOCT M OHM Cy cacTaBHM [[eOo yroBopa O Habasuu, moauvdukauuju u ogpxasaky
MHGOPMaLIMOHOr cucTema.

3axTeBu 3a UHPOPMaLUMOHY 6e36eaHOCT YKIby4yjy:

e [lpoBepy naeHTUTETa KOPUCHUKA;

e [locTynHOCT, NOBEPSBUBOCT, HEMOPELMBOCT U MHTErpUTET NogaTaka U UMOBUHE;
e Hapgrnepawe NocnoBHUX npoueca;

° OM0ryhaBa|-be npucTtyna y3 nposepy BepO,EI,OCTOjHOCTI/I 3a NOCNOBHE, npuBuneroBaHe un
TeXHNYKe KOPUCHUKeE.

Cneundpvkaumja 3axteBa obyxsBaTa ayTtomaTcKy KOHTpony koja he 6utn yBegeHa y
MH(OPMaLMOHM CUCTEM, Kao M NOTpeby [a MOCTOojU M pydHa KOHTpoma, Koja mopa OuTtu
NpMMereHa Npy BpeOHOBaky pasBUjeHUX UNU KynibeHUX naketa codpTeBepa, HaMeHeHWUX 3a
NOCNOBHE annukauuje.

Cuctemckun 3axteBu 3a MHGopMauunoHy 6e3begHOCT M npouecu 3a yBohewe 6e3begHoOCTU
ce vHTerpuwy y asm amsajHmpata MHHPOPMaLUMOHMX cucTema.

dopmanHo TecTupare M npouec umnnemeHtauvje he ce npuMeuBaTU 3a CBE KyMnrbeHe
npoussoae.

Y yroBopy ca u3Bohayem, OOHOCHO WCMOPYYMOLIEM KYNISbEHUX MNpou3BoAda, MOocebHO ce
aerHnwy 3axTeBn 3a MHGopmaLmoHy 6e3begHOCT.
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Y cnyyajy na 6e3begHocHa (OyHKLMOHANHOCT MpPeasioXeHor npovsBoda He 3adoBorbaBa
oapeheH 3axTeB, pU3KK 1 Nnose3aHe KoHTpore he BUTK npencnuTaHe npe KynosmHe NpovsBoaa.

OGe3bejuBare annMKaTUBHUX yCryra y jaBHUM Mpexama

MHopmaumje obyxBaheHe annMkaTMBHUM ycryrama Koje nponase Kpo3 jaBHe Mpexe Tpeba
3aWwTMTM oA Marnseps3aumja, HeoBnawheHor oOTKpuMBaka Mnogataka M MoOUdUKOBaHA.
HeonxHogHO je nOTBPAMTU WAOEHTUTET KOPUCHUKA W M3BPWWTM nogeny osnawhewa wu
OLrOBOPHOCTM 3a MOCTaBIbawe Ccagpxaja, enNeKkTpPOHCKOr noTnucuBawa wunu obasrbarba
TpaHcakuuja.

3awTuTa TpaHcakuuvja ansiIMKatTMBHUX ycnyra

MHdopmaumje ykibydeHe y TpaHcakumje annnkaTtMBHUX yeryra ce wiuTte ga 6um ce cnpeyno
HenoTNyH MNPEHOC, MOrpeLlHO ycMepaBawe, HeoBnawheHo Menake Mnopyka, HeoBnawheHo
pasoTKpMBane, HeoBnawheHo Konupame nopyka Unm NOHOBHO EMUTOBAHE.

TpaHcakuuje mopajy ga nogpxe crnegehe ycnose:
e OO0e cTpaHe Koje y4ecTBYjy y TPaHCKakumnju Mopajy Aa NpMMeHe efneKTPOHCKN NOTNUC;
e [IpmBaTHOCT CBMX CTpaHa Koje y4ecCTBYjy Yy TpaHCcaKkumju;
e Ha KoMyHMKaUMOHUM KaHanMMa NpMMeHEHO LLIMGPOBAHE;

e be3beaHoCT NpoTOKONa KOju ce KOpUCTe y TpaHcakLumjama.

3awTnTa nogaTtaka Koju ce KopucTte 3a notpebe tectupama
UKT cuctema ogHOCHO genoBa cucrema

YUnaH 29.

Mog tectnpawem WUKT cuctema, kao n Tectupawem [ernoBa cuctema, nogpasymeBa ce
npoueHa npomMeHe cTakwa CUcTeMa, OOHOCHO [efnoBa cuctema, Koju cy yHanpeheHu wunu
n3noxeHn npomeHama. Noag npouecom TecTuparwa nogpasymeBa ce npouec ynortpebe jegHor
unu Buwe 3agatmx objekata nog nNocedbHMM OKOMHOCTMMA, Aa 6w ce ynopegune akTyenHa m
o4yeKknBaHa noHallama.

Tectuparwe VKT cuctema, ogHOCHO AenoBa cuctema, JO3BOSbEHO je Mo YCNoBOM NOTMyHe
npumeHe cBux 6e36eaHOCHNX Mepa HaBedEeHMX Y OBOM YriaHy.

3a notpebe ncnutneamwa n tectuparwsa UKT cucrtema, ogHocHo genosa cuctema, OnepaTop
WKT cuctema mnsberasa kopuwhere onepaTtuBHUX Nogataka Koju cagpe NMdyHe nogaTtke unm
6uno koje apyre noBeprbMBE Nogatke M MHGOPMaLMje Ha OCHOBY Kojux je wmoryhe
naeHTncmkoBaTn nojeguHayvHor gobaerbava, Kynua, 3anocneHor unu gp. YKonuko ce 3a CBpXy
NcnuTMBaMka KOPUCTE NUYHM NoJaun Unn Heke Apyre noBeprbvMeBe MHOpMauuje, oHaa ce CBu
oceT/bMBM nojauM wn uHdopmauunje npe kKopuwhewa WTUTE AHOHMMWU3AUU|OM FNYHUX
nogaTaka, yknakakwem cagpxaja unm nameHoM TekcTa cagpaja y npeameTHoOM geny.
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YKONUKO je 3a TecTupawe HEeONXOAHO KOPUCTUTU onepaTuMBHE nodaTke, MpuUMemyjy ce
cnenehe cmepHuue:

e 3a CBaKO Komnupake onepaTMBHMX NogaTaka y TeCTHO OKPYXehe ce msfaje nocebHo
oBnawheme;

e MPWIMKOM TecTupama annuKaTUBHUX CUCTEMA MpUMEYjy ce npouedype 3a KOHTPOsy
npucTyna Koje ce Npumemsyjy U Ha onepaTUBHUM CUCTEMUMA;

e onepaTMBHE MHoOpMauuje ce oamax Mo 3aBpLIETKY UCMUTUBaHa Opully M3 TecTHor
OKpY>KEHsA.

3a nogaTke Koju Cy O3HA4YeHW O3HaKOM TajHOCTU, OOAHOCHO CNYXOEHOCTM Kao NMoBEpPrbUBKU
nogaum, unu cy nogaum o NMMYHOCTU KopuwheHn NpUnMKoM TecTuparwa cuctema, oaroBopaH je
CUCTEM agMUHCUTpaTop U nuua osnawheHa 3a nNpucTyn M MaHunynauujy TuMm nogaumma, y
CKnagy ca npornuvcuma kKojuma je geduHucana ynotpeba v 3awwituta Takse BpCcTe nogaraka.

3a noTtpebe Tectuparwa KT cuctema OofHOCHO AernoBa cuctema CUCTEM aMUHUCTPaTop
cyfda MOXe Ja KOpUCTWU MnofaTtke Koju HUCY OCETIbMBM, KOje LUTUTWU, YyBa M KOHTPONuLIE Ha
oarosapajyhu HauuH.

MpunukoMm TecTupara annukaTMBHUX CUCTEMa MpuMewyjy ce dodaTtHe rnpouenype 3a
KOHTpOIny npuctyna nyteM uanyke 3awtmute u NnpuMeHoOM Kpuntorpadckmx mepa 3a 3awTuTty
cucteMa v nopgartaka of HeosnawheHUX NpuUcTyna, a Koje ce NMpuMeryjy M Ha onepaTtuBHUM
cuctemmnma. Ckyn kpuntorpadpckux mepa koje he ©uTM npumen-eHe 3a 3awTUTY nogaTaka
yTBphyje wuHpopmatnuka cnyxba cyda, ysumajyhm y 0063up HMXOBY MNOy30aHOCT U
CBPCUCXOOHOCT.

3awTuTta cpeacrtaBa oneparopa UKT cucrtema
KOja cy AOCTYyMNHa npyxaoumma ycnyra

YnaH 30.

Nonutuka 6e36egHOCTU pa3MeHe nHpopMaLmja y NOCIOBHUM OAHOCUMA
ca npyxaouuma ycnyra u nsmehly HesaBMcHux npyxanaua ycnyra

YroBopu Koju ce 3akrbydyjy ca npyxaouuma ycnyra Koju umajy npuctyn mHdopmauunjama,
cpeacTeBMMa unu onpemu 3a obpagy nHdopmauvja Buwmn cyn y BarbeBy Mopajy cagpxatu
YyroBOpHY oapeaby O 3awTuTu U JyBawy MNOBEpPSbMBOCTUM MHGOPMaUuWja, nogataka u
OOKyMeHTauuje.

Mpyxaoumn ycnyra umajy npaBo Ha nNpucTyn nHdopmauunjama Koje Ccy Kpajwe HeonxogHe 3a
npy>xxawe npeameTHe ycriyre Koja je yrosopeHa ca Buwewm cygom y Barsesy.
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Buwwu cyn y BarbeBy ycnocTtaBrba KoHTpony 6e3beaHocT nHopmaumja Kkoje ce ogHoce Ha
npouece v npoueaype koje he cnposoguTu npyxaouu ycryra:

e VOEHTU(MUKOBaH-E U JOKYMEHTOBawe BpPCTe Mpyxaoua ycnyra kojuma he Buwm cyg y
BarbeBy 003BONMTY Aa NnpUcTyn MHopmaLmjama;

e CTaHOapAM30BaHM NpoLec 3a ynpaBibamwe 04HOCUMa u3Mehy npyxaoua ycnyra;

e [fedmHNcake BpcTa MHopmaumja koje he pasnuuMTMMm TUNOBMMA Mpyxaoua ycnyra
OMTK 0O3BOIBEHO paan NpucTynama, npahexwa n KOHTpone NpucTyna;

e MUHMManHuW 3axTeBn 3a 6e3bedHOCT MH(pOpMauuja 3a cBaky BpPCTYy MHGOpMauunja u
BPCTY NpUCTYNa;

e npolecu u npoueaype 3a npahewe Npuapxaeara yTBphHeHunx 3axrteBa 3a 6e3beqHOCT
3a cBaky BpcTy AoGaBrbada v BpCTy NpUCTyna;

e KOHTpONE 3a ocurypawe MHTerputeta uHdgopmaumja nnm obpage mHdopmaumnja Kojy
o6e3behyje 6mno koja cTpaHa;

e rocTynawe ca MWHUMAEeHTMMa W HenpeaBuheHMM cuTyauunjama koje cy y Be3n ca
NPUCTYNOM MpyXaoua ycrnyra, ykibyyyjyhn oaroBopHOCTM M opraHusauuvje v npyxaoua
ycnyra;

e ynpaBrbake HEONXO4HMM MpoOMeHamMa MHdopmMaumja, onpeme 3a obpagy nHgopmaumja
n ceera octanor wto Tpeba ga ce npemewTa M ocurypawe na ce 6esbegHocT
MHdopMaLUmja oapXaBa TOKOM npenasHor nepuoaa.

YroBapame ob6aBe3e o6e36ehjuBama 6e36egHOCTMY cnopa3syMmuma
ca npyxaouuma ycnyra

lMpe oTnovnwarwa nNperoBopa, NoTeHuMjanHu npyxanay ycrnyra y obaesesu je ga nornvwie
n3jaBy 0 NOBEPSBMBOCTU U 3aWITUTU NodaTaka, MHopmauunja U SOKYMeHTauumje, Koja cagpxu
obaBe3y 3a npyxaoua ycrnyra ga AOCTaBfbeHe WNW Ha OPYrM HaYUH YYukseHe AOCTYMHUM
NHopMaumje n nogaum mory 6utn kopmwheHn UCKIbYYMBO Ha Ha4MH NPeTXoaHo ofobpeH o
cTpaHe Buwu cyg y BarseBy , a 3a notpebe n3BpLiera npegmeTa nperosopa.

MoTpebHo je ga u3jaBa O NOBEPSbMBOCTM, OAHOCHO YrOBOP O MpyXawy ycrnyra, Caapxu
oapenby o NoBeprbMBOCTU Ca jacHO yTBpheHoM obaBe3om u oaroBopHoLwhy npyxaoua ycrnyre
y3 NpeTwy packuga yroBopa W HakHage wTeTe y KopucT Buwer cyna y BarbeBy y cnyuvajy
nospefe oBe ogpenbe.

# Mpumep: “CBn nogaum v nHgopmaumje cagpxaHn y oBoM YroBopy O npyxaky ycryra ce
cmaTtpajy noBeprbMBMM MOCMOBHMM MofauvMma U He cMejy 6utu caonwTeHu unv Ha Opyru
HaYuH YyYuMHheHW AOCTynHUM Tpehum nuumuma. Hapoumto ce cmartpajy noBeprbMBUM CBU
NMOCMOBHU Mojaun 1 MHgopmMauuvje Koje jedHa CTpaHa YYMHU OOCTYMHUM OpPYroj YroBOPHO)
CTpaHu pagu m3BplUeHa obaBe3a M3 OBOr YyroBopa, YKONMKO T MOA4auUM HUCY jaBHO LOCTYMHU
HUTK Cy BUnM NPeTXoa4HO NO3HaTK APYroj CTPaHW.
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Ceaka yroBopHa cTpaHa ce obaBesyje ga nogatke n uHdopmMaumje koje joj dyay yunkeHe
AOCTYMHMM y CKfagy ca OBMM YroBOpOM M 06aBe3OM WM3BpLUEH-A YrOBOPEHMX MOCHOBa U
obaBe3a, Oyay CTaBrbeHe Ha pacrnonarawe M yBug 3anociieHnma, YKOMMKO je TO HEeONXOo4HO
paau n3epliera obasesa 13 0BOr yroBopa.

YroBopHe CcTpaHe ce HapounTo obaBesyjy Aa nocTynajy obaspmeo ca nogaumma o IMYHOCTH
[0 Kojux Mory oohu y nocTynky m3spllena ycnyra 3a onepatopa WKT cuctema, kao u ga te
nogaTke 4yBajy W NoCTynajy y cBemy y ckragy ca nponucuma Koju ypehyjy 3awtuTty nogartaka o
NINYHOCTM.

Y cnyyajy noBpene oBe ob6aBese yroBopHa CTpaHa Yuju cy nogaum kopuwwheHn uma npaso
packuaa yroBopa W NpaBo [a 3axTeBa HakHady LiTeTe ycrnen HeosnaluheHor kopuiihewa
nogartaka u nHdopmauuja apyre ctpaHe.”

Mpyxaoun ycnyra AyxHu cy ga 3axteBe Buwer cyga y BarbeBy y nornegy 6e3begHoctu
MHOpMaLmja NpoLumMpe 1 Ha CBOje NoayroBapade 3a gofaTtHe ycryre unv npousBoae.

MHpopmaTuika cnyxba cyda je oaroBopHa 3a KOHTPOSly npucTtyna v Haas3op Hag
n3BpLLUEHEM YroBOpeHUX obaBesa, Kao 1 3a nowToBawe oapendu npaBuHUKa Kojuma cy Takse
aKTMBHOCTM aedmHUCaHe.

OppxaBawe yroBopeHor HUBoa MHdpopmMmaLmoHe 6e36eaHOCTU U
NPYXXeHUX ycrnyra y ckrnagy ca ycrioBMma Koju cy yroBopeH#u
ca npyxaouem ycnyra

YnaH 31.

Y uurby ogpxaBawa U obesbehmBara yroBopeHor HuBoa MHdgopmaunoHe 6e3begHOCTU U
NPY>XEHUX ycnyra y cknagy ca ycrioBMMa Koju Cy YrOBOPEHU ca npyxxaouem ycnyra, Buwm cyg y
BarbeBy ycnoctaBrba Mepe Hags3opa M 3aWwTuTe 3a Bpeme MnpyXawa ycryra M HakoH
N3BpLLEHOr nocna.

MNMpahewe 1 npeucnuTUBawbe U3BpPLUEHA YTOBOPEHUX obaBe3a
npyxaoua ycnyra

MHdopmaTudka cnyxba cyga pedoBHO npaTtu, aHanusvpa, npeucnutyje U nposepasa
N3BpLUEHE yCriyre 1 ycarnalweHocT ca yroBOpeHUM ycnyrama, Ha cnegehu HaunH:

1. Hagrnegawe n npencnutBame ycriyra ce Moxe BpLUMTW Npeko Tpeher nuua;

2. HeonxogHo je oa ce nowTyjy CBM yCnoBu n3 cnopasyma y Be3n ca 6e3begHowhy
WHpopmaumja, kKao U ga ce crpeye CBUM WMHUMOEHTU K npobrnemn HapyllaBaha
6e3begHocTu, Te omoryhu ynpasrbate Ha ofgrosapajyhu HauumH;

3. Bpwwu ce oueHa kBanuTeTa usspLieHa u CE\O6p33HOCTI/I YyroBopeHe ycnyre,

Mpyxanay ycnyre uma yroBopHy obasesy Aa opraHusyje u npunpemu nepuoaunyHe
cactaHake koju he o6be3beantn penoBHO u3BewTaBakbe Buwwnm cyn y BarbeBy u
yHanpeauTn KBanuTeT YrOBOPEHUX ycnyra, OAHOCHO YMawWUTU NOTEHUMjanHy LwTeTy
WNW MHUMAEHTE KOjU MOry HacTaTu y NOCTYMKY U3BPLUEHa YCNyre UM HaKkoH rnoveTka
NPUMEHE;
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5. WHdopmaTruka cnyxba cyga ogpxaea NoTNyHY KOHTPONY Hag cnpoBoOheHweM ycnyra
N ocurypaea yBug y CBE OCETI/bMBE UM KpUTUYHe Ge3beaHocHe WHopmaumje n
apyra cpegctBa 3a obpagy vHdopmauuvja kojuma Tpeha cTpaHa npucTtyna, Koje
npouecyupa unu Kojuma ynpasrba;

6. WHdopmaTuuka cnyxba cyga ogpxasa yBug y 6e36egHOCHE akTMBHOCTW KPO3 jacHO
AedvHUcaH Npouec n3BeLlTaBamba;

7. lMpeucnuTyje TparoBe nNpoBepe M 3anuca o gorahajuma y Be3un ca 6e3dbegHowhy kog
npyxaoua ycnyra, OAHOCHO onepaTtMBHUM npobnemuma, oTKasuma, npahewy
HEenCcnpaBHOCTU U CMeTHama Yy Be3n ca UCNOopyYeHUM ycryrama.

Mpunukom 3akrbydera yroBopa HEOMXOAHO je jacHo pgeduHucaTn KeBanuMTaTuBHE,
onepaTuBHE M (PMHAHCUKjCKE KPUTEPUjyME OLIeHe; YTBPAUTM MOCTYNak M3BeLlTaBaka, npahewa
M nocTynamwa y cknagy ca 3axteBuma Buwm cyn y BarbeBy y nocTynky M3BpLUeHa yroBOpeHmX
ycnyra v U3BpLUMTM OLIeHY M3BPLUEHMX YCryra U KBanuteTa npyxaoua ycnyra.

Mpunukom Hagsopa Hag W3BPLUEHEM KBanuteTa U caobpasHOCTM YroBOpEeHe Yycnyre
npoBepaBa ce Oa Nu Mnpyxanai ycrnyre 3agoBorbaBa CBe KpuUTepujyme Koju cy 6unu opf
npecyaHor 3Havaja nNpunukom usbopa, ykrbydyjyhm o6um n KBanuTeT ycryre, Kao 1 ga ce y TOKy
NOCTyNKa M3BpLUEHa YCcryre Moxe yTuuaTh Ha nobosbluake KBanuteTa ycryre uivM HaudmHa u
obvma usBpLLera, y cknagy ca ytepheHum ctBapHuM notpebama cyaa.

Y noctynky objekTuBHE eBanyauuje KBanuteta U obuma npyxeHe ycrnyre y OAHOCY Ha
YyroBOpEHY, NOTPEOHO je NPUKYNUTU CBE pPENEBaHTHE YMH-EHULE, NodaTKe U OOKYMEHTaunjy y
BE3WN Ca U3BPLUEHEM YCryre, Kao U MPUKYNUTU NogaTtke o4 HeNnocpeaHuXx, Kpajinx, KOpUcHUKa y
Be3n ca npegMmeTom ycnyre. EBanyauuja ce MOXe M3BPLUNTU CNakweM YNUTHUKA, PasroBOpoM
ca u3abpaHum nojeguMHUMMa WM Ha OCHOBY aHOHUMHOI aHKeTupaka MyTeM efieKTPOHCKe
nowTe.

YnpaBrboaw-e npomMeHama yroBopeHux ycrnyra
oA CTpaHe npyxaoua ycrnyra

YroBopom ca npyxaouem ycnyra Tpeba 006e36egutn  MOryhHOCT  KOHTMHYyMpaHor
yrnpaerbaka MNpoMeHama YroBOPEeHWX Yycnyra, ykibydyjyhm ogpxaBarwke W yHanpehewe
nocTojehmnx npoueaypa n KoHTpony 6e3begHoCcTn MHopMaumja.

lMpomeHe Koje ce y3uMmajy y ob63Mp Cy NMPOMEHe y crnopasymuMma ca npyxaouuma ycnyra,
nosehawe obuma Tekyhux ycnyra Koje ce Hyge, Kao M nNpomeHe Koje ysoau Buwm cyg y
BarbeBy pagu nmnnemeHTaumje HOBE UM MPOMEH-EHE annukauumje, cuctema, KOHTporna wunm
npouenypa y unrby nobossliawa 6e36egHoCcTu.
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MNpeBeHUMja n pearoBawe Ha 6e36e4HOCHE NHLMAEHTE, LITO
noapasymMeBa afieKBaTHY pa3MeHy MHcopmaLmja o 6e36eaHOCHUM
cnaboctuma UKT cucrtema, MHUMAEHTUMA U NpeTHama

YnaH 32.

OQroBOpHOCT NojeauHaua v NOCTynak oAroBopa Ha UHUMAEHTe

MocebHMMm npouenypama ce ypehyje HaunMH ofroBopa Ha WHUMAEHTE HapyluaBaha
nHpopmaumoHe 6esbegHocTn n opgpehyje ocoba oBnawheHa 3a KOHTaKT Yy cryvajeBuma
HapyLwaBara 6e36e4HOCTH, Kao N KOHTAKT CaHaaIeXHUM opraHmma.

# MNMoTtpebHe npouenype
e npoueaype 3a npunpemMy 1 nNnaHMpawe 0AroBopa Ha MHUMOEHTE;

e rpouenype 3a Haarnegawe, AeTekuujy, aHanuady U usBeluTaBake O forahajuma u
WHUMAEHTMMA Y Be3u ca 6e3beaHowhy nHgpopmaumija;

e [ipoueaype 3a 3annmcmnBawe akTMBHOCTU Y OKBMPY ynpaBibaka NHUNOEHTUMA;
e [ipouenype 3a nocrtynake Ca CyaCKMMm OoKa3nma,;

e npoueadype 3a ouewuBake U oanyymBawe O Aorahajuma y okeupy 6GesbegHoCTu
nHpopmaLuja u oLieruBare cnabocTu y norneay 6e36eaHocTU MHOPMaLWja;

e npoueaype 3a ogroBapake Ha MHUMOEHTE, ONOpaBaKk o4 MHUMAEHTA M KOMYHMKaLKjy ca
€eKCTEPHMUM U MHTEPHUM ocobama unn opraHusauunjama.

MpeacenHuk cyna, ogpenyje y HopMaTmnykoj cnyxbu, 4nju je 3agatak ga npugpxasajyhu
ce npouegypa ogpeheHnx oBMM 4YnaHoM, NnaHupajy, AeTEeKTyjy, aHanuaupajy u nHopMuLly
HaanexHe y TOKY M HaKOH MHUMOeHTa.

NHpopmaTtuuka cnyxba cyna tpeba ga uma oprosapajyha TexHudka 3Hawa Kako 6u Ha
Hajbpxu 1 ogrosapajyhy HaunH mornu fa ogrosope Ha 6e3befHOCHe NHUMAEHTE.

MHdopmaTudka cnyxba cyga y uurby npeBeHumje o 6e3begHocHux pusmka obesbehyje
BMLWE (PasnuunTMX U Opyraydnjux) MexHusama 3a KOMYHUKaLMjy W KOOpAMHauujy Yy cry4ajy
HapywaBawa 6e3begHocTn. OBM exaHuU3Mm Mory ©Outn 6utn:obesbehmBare KOHTaKT
nHpopmaumja (6poj TenedoHa, enekTpoHcka agpeca) nojeanHaua M YnaHoBa TMMa y OKBUPY
opraHusauuvje n BaH ke, CUCTEM 3a npahewe npobrema, wndpoBaHu copTBep Koju 6u 6mo
kopuwheH of cTpaHe nojedvHala y OKBUPY opraHusauuvje 1 CnosballHUX cTpaHaka, nocebHy
ocurypaHy npocTopujy 3a YyBake nogataka v CknaguliTese NoBepIbMBOr Matepujana.

Y cny4ajy 61Mno kakBor MHUMAEHTa Koju Moxe Aa yrpo3un 6esbegHoct pecypca VKT cuctema,
3anocneHu - KOPUCHKK je AyxaH Aa o Tome oagmax obasectn NHdpopmaTnuky cnyx0y cyaa.
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M3BewTaBawe o gorahlajuma y Be3un ca 6e3b6eaHowhy nHdopmauumja

Csu 3anocneHn mopajy 6utn ynosHatum ca obaBe3om M MpouefypoM M3BellTaBaka O
aorahajuma y Be3n ca nHpopmaumoHom 6e36eaHoLuny.

MHdopmaTtudka cnyxba cyga je y AyXKHa fa npunpeMy MnaH WU HEeKONMKO MeToda
KOMyHWKauumje koje 6n morne ga ce nMpyMMeEHe y 3aBUCHOCTM of uHuugeHTa. Moryhe meTtoge
KOMyHWMKauuje Cy: eneKkTopHcka nowTa, BeO cajToBn (MHTEPHW, €eKCTepHW, nopTtanu),
TenedgoHcka KOMyHUKaumja, roBOpHa Nopyka, NMMCMEHO U3BeLlTaBarwe, AUPEKTaH KOHTaKT.

Y cny4ajy norpewHor gyHKUMOHUCaHka WU APYrMx aHOManujCckmx noHalwaka cuctema
BpWN Ce WCTO wu3BellTaBake Kao W Yy crnydajy porahaja y Besnm ca MH(pOpMaunoHOM
6es3begHoLhy

# MNMpouenypa:

1. 3anocnenu koju cmaTpa a je gowno Ao Hanaga vunu 3noynotpebe nogataka mopa
ogmMax npunpemMmnTy onnuc npobnema n NnocnaTtun ra eneKTPOHCKOM MOLUTOM CEKTOpY 3a
nHpopmaumoHe TexHonoruje (help desk)/ nossaTtn 6poj/ npujaButn Nnpobnem nytem
MHTepHeT cTpaHe 3a help desk;

2. Appecy enektpoHcke nowTe, 6poj TenedoHa m WHTepHeT cTpaHy 3a help desk
npoBepaBa CUCTEM agMVHUCTPATOP;

3. Cucrtem agMuMHMUCTpATOp BPLUM NPOBEPY MpUjaBrbeHON MHUMAEHTA U Aarbe nocTyna
no ogrosapajyhoj npoueaypu.

Kagpa je wHOeTudukoBaH WHUMAEHT 3anocreHn je payxaH p[da oamax obasecTtu
MHopmaTuuky cnyxOy cyna, n npeay3ame mepe y unrby 3awtmnte pecypca MKT cuctema.

WHdpopmaTtuuka cnyxba cyna Bogu eBuOEHLUM)y O CBUM MHUMAEHTMMA, Kao U npujaBama
MHUMOeHaTa, y cknagy ca ypeabom, Ha OCHOBY Koje, MPOTUB OArOBOPHOr nvua, Mory ga ce
BOZE AMCLMMNIMHCKW, NPEKpLUajHX UM KPUBUYHU MOCTYNLN.

MU3BewTaBamwe O yTBpf]eHVIM cnaboctuma cucrtema 3awTuTe

Ceu 3anocrneHn cy y obasesn ga o yoyeHum u ytBpheHum cnaboctuma WUKT cucrema
nssecte WHpopmatmuky cnyxby cyga, y wTo kpahem poKy, Kako ©OuM ce WHUuOeHTH
HapyLlaBawa MHopmaLmoHe 6e3begHOCTUCPEYMIIN U CIIPEYNO HACTaHakK LWTeTe.

OproBopHo nuvue 3a obaBelTaBakbe HaanexHWx opraHa o mHumaeHtuma y UKT cuctemy
KOju Mory ga umajy 3HadajaH yTuuaj Ha HapyliaBakwe nHgopmaumoHe 6e3begHocTn, noctyna y
cknagy ca ogrosapajyhom npouenypom.

Horahaju y Be3n ca nHgopmaunoHom 6e3begHolihy ce ouemwyjy 1 'y CKrnagy ca aHanu3om ce
AOHOCK oanyka na Ium je noTpebHo ga ce knacudumkyjy Kao MHUMAEHTU HapyluaBaka
NHpopmaumoHe 6e3begHoOCTH.

Buwwu cyg y BarbeBy, gatym 25.09.2020. roguHe CTpaHa m



Buwwu cyn y BarbeBy AKT 0 6e36e4HOCTU MHOPMALIMOHO-KOMYHMKALIMOHOT cUcTeMa

OproeBop Ha MHUMAEHTE HapyluaBawa
nHdopmMaLuuoHe 6e36eaHOOCTH

Buwwm cyg y BarbeBy je y obaBesn aa ycBoju [naH 3a npeBeHuunjy og 6e36eaHOCHMX pu3smKa.

# NnaH 3a npeBeHUMjy o 6e36egHOCHMX pu3MKa CagpXun oL4roBope Ha nNuTawa Ko Tpeba ga
Oyoe KOHTakTMpaH, Kaga M Kako U Koje akuuje Tpeba npenys3eTtn MOMEHTanHoO y cnyyajy
oapenheHor Hanaga?

° KJ'IaCI/I(bI/IKaU,I/IOHa wema — getarbn o nogaunma KOjI/I Ce Hanase y cucremy, bnxos HUBO
OCETIbUBOCTU N NMOBEPIBUBOCTMU.

e Jlucta ycnyra — nonuc cBux ycrniyra koje Buwm cyn y BarbeBy npyxa, paHrmpaHe no
Ba)XHOCTW.

e [InaH 3a backup u restore nogataka — geduHue 3a Koje nogaTtke ce pagwm backup,
Hocaye nojaTtaka Ha koje he ce cHuUMaTK, rge ce HOcayu 4yBajy M KOJMMKO 4eCcTo ce
backup nssogu. edunHuwe v noctynak 3a restore nogaraka.

e [InaH 3a 3ameHy onpeme: Cagpxu cnucak noTpebHe onpeme, paHrmpaHe no BaXKHOCTU.

e OpHocu ca jaBHowhy: YTBpheHa je ogroBopHa ocoba 3afgyxeHa 3a ogoce ca jaBHoluhy,
Kao 1 ynyTCTBO KOje MHhopMmaLmje je AO3BOSbEHO jaBHO 06jaBUTK y cry4ajy Hanaga.

lMpukynrbeHo  3Hake M3 aHanu3e U pelwlaBawa  MHUMAeHata  Koju  cy
HapywunuuHgopmaumoHy 6esbegHoct, Buwm cyn y BameBy kopuctu pga 6u ce
noeHTMMKOBanNu MHUMOEHTU KOjU Ce NOHaBIbajy U CMawuna BepoBaTtHoha mn ytuuaj 6yayhmnx
MHUnaeHara.

Mpukynmawe aokasa

Buwn cyn y BarbeBy pgedwuHuwe u npumewyje npoueaype 3a  uaeHtudukauujy,
cakynrbawe, HabaBKky M 4vyBawe WMHopmauuMja koje MOry [a CryXxe Kao gokas Yy cnydajy
nokpeTawa AUCUUMIMHCKOT, NPEKPLUAjHOr UM KPMBUYHON NOCTYrKa.

Mepe koje 06e36eh)yjy KOHTUHYUTET obaBrbata nocna
y BaHpeaHUM OKOJNTHOCTUMA

Unan 33.
Buwwu cyn y BarbeBy npumemnyje mepe koje ob6e3behyjy KOHTMHyUTeT obaBrbarwa nocna y

BaHpeOHUM OKOMHocTuma, kako 6u UKT cuctem y wto kpahem poky 610 y pyHKLMOHANHOM
cTamy.
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NnaHnpawe KOHTUHYUTeTa Mepa
6e3begHoCTU MH(popMaLumja

KoHTHynTeT nocnoBaka ce ocurypaBa kpo3 [MnaH 3a ob6e3beherne KOHTMHyMTETa
nocrnosamna u naH onopaeka of HexerbeHux gorahaja KT cuctema.

#

Mpn wn3pagm [MnaHa 3a o6e3befewe KOHTMHYMTETA MNOCMOBaka 3a XapaBepcke

komnoHeHTe VKT cuctema tpeba obyxsatutu cnegehe:

AOKyMeHTauujy 3a Norndkm n pusnyku amjarpam v Kornuvje npojekara;

3aWTUTHE KOMuje KOHUrypaumoHmx dajnosa M oOnepaTtMBHOr CUCTEMA aKTUBHUX
ypehaja;

nocTojakbe pe3epBHE onpeme;

yHanpeq HanpasSbeHe KOHUrypauuje 3a pasnuuante cueHapuje;

n3pagy pesepBHUX Konuja.

# Mpu n3pagu MNnana onopaska o HexerbeHux gorahaja UKT cuctema:

NPOUEHUTU HAjKPUTUYHMje annukauuwje, nogatke, KoHdurypaunoHe dajnose w
CUCTEMCKMN copTBEP 3a Koju Tpeba HanpaBuUTU pe3epBHE Konuje;

o4peanTN MecTo YyBaka Komnuje;

oapeanTun HoBy nokaumju paga VIKT cuctema y cnyydajy HemoryhHOCTU pafa Ha OCHOBHO)]
nokaumju/msbop padvyHapa koju he npuBpemMeHO 3aMeHUTU cepBep OOK Ce cepBep He

cTaBu y yHKUMjY.;

HaBecTU nogaTke O TuUMy koju he OWUTM aHraxxoBaH Ha OTKNakwaky nocrneauua
HeXerbeHux goranaja;

oapeanTn N3Bope HenpeknaHor Hanajal-ba EJTIEKTPUYHOM eHepFI/IjOM.

Takohe, npu n3paam NnaHa onopaska of HexerbeHux gorahaja KT cuctema notpebHo je
npeaBuAaETH:

nocTojare AOKyMeHTauunje 3a cepBuce, annvkaumje n 6ase nogaraka;
npouenype MHcTanauuje n KoHgurypucawa cepsuca, annukaumja u 6asa nogaraka;

MeCTO YyBaH->a MHCTaJ'IaLl,I/Ija cepBuUca, aI'IJ'II/IKaLl,Mja n 6a3a nogartaka u pe3epBHE KOI'II/lje
nogartaka,

nogatke O TUMY Koju he OUTM aHrakoBaH Ha OTKMakwawy nocneguua HexXerbeHux
porahaja;

pa3BujeHe n ogobpeHe [OKyMeHTOBaHe NinaHoBe, O4roBope M npoueaype 3a ornopasak,
getarbHO HaBogehum kako he opraHusaumja ynpasrbaTu fgorahajuma Koju Y3pOoKyjy
nopemehaje n kako he ogpxaBatu cBojy 6e36eaHoCT nHopmaumja.

Buwwu cyg y BarbeBy, gatym 25.09.2020. roguHe CTpaHa m



Buwwu cyn y BarbeBy AKT 0 6e36e4HOCTU MHOPMALIMOHO-KOMYHMKALIMOHOT cUcTeMa

MmnnemeHTaumja KOHTUHYUTETa 6e36eaHOCTM MHOpMaUumja

[a 6u ce ocurypao notpebaH HMBO KOHTUHyuTeTa ©6e36egHOCTM WMHOpMauMja TOKOM
BaHpegHux cutyauuja, MHdopmaTtudka cnyxba cyga npumersyje npouenype M KOHTpone
onucaHe y lNnaHy 3a o6e3behere KOHTMHYMTETa NOCOBakba.

MHdopmaTtudka cnyxba cyga pefoBHO BpLUM MPOBEPY YCBOjEHMX Mpoueaypa KOHTporne
KOHTUHYyMTeTa 6e36egHOCTN MHpopmaumja, kKako 6u oHe Bune agekBaTHe N ePEeKTUBHE TOKOM
BaHpeOHUX cutyaumja.

MpoBepa ce BplIM Bexbarem U UCNUTUBAHEM 3Haka U PYTUHE MPUIMKOM PYyKOBaH-a
npouecumMa, npoledypama M KOHTponama, Kao M MpeucnutuBameM edqeKTUBHOCTU Mepa
6e3begHOCTM MHoOPMauMja y crydajy nNpoMeHe MWHGOPMAaLMOHMX CcucTeMa, npoLleca,
npoueaype v KoHTpore 6e36eQHOCTU MHGOPMaLVja.

Buwwu cyg y BarbeBy, gatym 25.09.2020. roguHe CTpaHa m



Buwwu cyn y BarbeBy AKT 0 6e36e4HOCTU MHOPMALIMOHO-KOMYHMKALIMOHOT cUcTeMa

Ill NPENA3HE U 3ABPLUHE OOPEABE

NocebHa o6aBe3a OnepaTtopa UKT cucrema

YUnaH 34.

O6aBe3a MHpopmaTuyke cnyxba cyaa je ga HajMawbe jeaHOM roauLLHE€ U3BPLUM NPOBEPY
MKT cuctema u u3Bpwn eBeHTyanHe uameHe Akta o ©6e3begHoctn, y uurby npoBepe
afjekBaTHOCTM npeaBufheHNX Mepa 3awTuTe, Kao M yTBpheHux npouedypa, osnawhewa u
oarosopHocTn y KT cuctemy Buwer cyna y Barbesy.

Ctynawe Ha cHary AkTa o 6e3begHOCTH

YnaH 35.

OBaj AkT 0 6e3beaHocTu ctyna Ha cHary 28.09.2020. roguHe

OparoBopHo nuue:

MpeaceaHvk Buwer cyna y Barbesy

Cyavja burbana Casuh

Buwwu cyg y BarbeBy, gatym 25.09.2020. roguHe CTpaHa .
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